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designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles



Source of the DOD Hazard Risk Matrix




Purpose of a Hazard Risk Matrix

* Determine who accepts the risk of a
particular hazard

“...The Program Manager will use the methodology
In MIL-STD-882E...Prior to exposing people,
equipment, or the environment to known system-
related ESOH hazards, the Program Manager will
document that the associated risks have been
accepted by the following acceptance authorities:
the CAE for high risks, Program Executive Officer-
level for serious risks, and the Program Manager
for medium and low risks...” - Department of
Defense Instruction 5000.02, January 7, 2015.




Purpose of a Hazard Risk Matrix

* Inform the risk acceptor of the nature of
the risk.

“It's a 1D, Serious” does not really
do that.

“The standard for risk management is leadership at
the appropriate level of authority making informed
decisions to control hazards or accept risks.”

Army Regulation 385-10
The Army Safety Program
29 February 2000
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Purpose of a Hazard Risk Matrix
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Attributes of a well-designed risk assessment matrix

@

< Severity scale covers full range of possible outcomes :>
S . 1 2 3 4 ) 6 / 8
everity 252k | 2$20k |2$200k | 2$2M | 2$20M [2$200M| 2$2B | 2$208
Injury, no ost Wor Perma_nent _ > > >1, >10,
Fl‘eq u en Cy Ioséavxlork - l;;/;// ‘ dipszrkgliﬁlty 21 Fatality Fata]i(t)ies Fat;I(i)t(i)es Fat1a?i?igs F;tgl?t?gs
A >100
B >10
C >1
D >0.1
E >0.01 | Serious - PEO |
F >0.001 'Medium - PM| Pra
G >0.0001 [|Low -SSWG/Principal for Safety | DOD
H | >0.00001 Matrix
| > 0.000001
J [£0.000001




Nimitz Class Aircraft
- Carrier

| $4.5 Billion
5,680 Personnel TOday

Severity 1

Severity 1

Severity 1




Nimitz Class Aircraft

- Carrier
$4.5 Billion
5,680 Personnel
Severity 5
Severity 7

Severity 4




Politics

Navy Seeks $30 Million to Fix Gear That

Hobbled Its New Carrier

By Anthony Capaccio
July 25, 2018, 10:04 AM CDT

» Congress asked to shift funds to repair Ford aircraft carrier

» Huntington Ingalls continues talks with General Electric

LISTEN TO ARTICLE The Navy is asking Congress to shift $30 million from other accounts to start

b 105 repairing a damaged gear on the service’s costliest warship, the Gerald R.

- Ford aircraft carrier.

SHARE THIS ARTICLE
K1 Facebook The request for funds to repair the $13 billion carrier is part of a Pentagon
W Twitter package asking congressional approval to shift $4.7 billion in previously
in Linkedin approved Army, Air Force and Navy funding into new programs or higher-
Ermail priority projects. The package must be approved by all four congressional

defense committees, where it’s pending.

LIVE ON BLOOMBERG

Watch Live TV >
Listen to Live Radio >

11



Attributes of a well-designed risk assessment matrix

. 1 2 3 4 5 6 V4 8
<2 ‘Severlty >$2k | 2$20k |2$200k | 2$2M | 2$20M |2$200M| 2$2B | 23208

'/Frequency Probability calibrated with reference to an exposure

Interval (accidents per 1,000 troops per year,
>100 | accidents per 100,000 FH, accidents per 1,000,000
>10 missile firings, etc.)

>1
>0.1
>0.01 | Serious - PEO|
>0.001 'Medium - PM |
>0.0001 |Low —SSWG/Principal for Safety |
>0.00001
> 0.000001
< 0.000001

| —|ITO|MmMmolo|m|>




X X X X X X X X X

Attributes of a well-designed risk assessment matrix

x10 x10 x10 x10 x10 x10 x10

AR Ak 4R Ak 4R AR AR

Severity >$2k | 2$20k | 28200k | 2$2M | 2$20M [28200Mm| 2328 | 23208
Frequency | metwonc | “Rue | o | ey | (20| e 2| e
>100
0 >10 \_»équally-proportioned, logarithmic scales
0 >1 (1,10, 100, 1000...) ECDEF
0 >0.1 High - CAE
" >0.01 | Serious - PEO|
" >0.001 'Medium - PM]|
A >0.0001 |Low —SSWG/Principal for Safety |
B >0.00001
B> 0.000001

~ =< 0.000001




Attributes of a well-designed risk assessment matrix

A y =f(x) probability = f(severity)

. 1 2 3 4 5 6 7 8
Severity 232k | 2320k | 23200k | 2$2m | 2520Mm [2$200M] 2528 | 23208
Frequency | stven | b | st | srrany | 20| s | e | mome
A >100
B >10
C >1
D >0.1
E >0.01 'Serious - PEO|
F | >0.001 Medium - PM|
G >0.0001 Low‘-{swelprincipal for Safety |
H | >0.00001 |( 4 )
| > 0.00000 Cartesian Orientation — Increase up and to the right
J =0.000001




Attributes of a well-designed risk assessment matrix

y = f(x) probability = f(severity)

. 1 2 3 4 5 6 ! 8
Severity 252k | 2$20k | 2$200k | 2$2M | 2$20M |2$200M| 2$2B | 2$20B
Injury, no ost Wor Perma_nent _ > > > >
Fl‘equen Cy Iosé;\;ork - l;;/;// ‘ dipszrkgliﬁlty 21 Fatality Fata]i(t)ies Fat;I(i)t(i)es Fat1a,?i?igs F;tgi?t?gs
A >100
B >10
cl| >1
D >Ol ‘.-----..‘....
E >0.01 ..‘.’ SeriOlljs - PEO|
F | >0.001 How does one assign the Risk Assessment Code (RAC)?
G >0.0001 JLow - SSWG/Principal for Safety | '.,..
H | >0.00001 ."
| >o0.000004 | | I | | Y 0
J £0.000001




Attributes of a well-designed risk assessment matrix

_ 1 2 3 4 5 6 7 8
Severity 262k | 2$20k | 2$200k | 2$2M | 2$20M |2$200M| 2$2B | 2$20B
Injury, no ost Wor Perma_nent _ > > > >
Fl‘eq u en Cy Ioséavxlork - l;;/;// ‘ dipszrkgliﬁlty 21 Fatality Fata]i(t)ies Fat;I(i)t(i)es Fa:a,ﬂ?igs F;tgi?t?gs
A >100
B >10
C >1 Prohibitive SECDEF
D >0.1 igh - CAE
E >O 01 Serious -
F >0. 001( 5) Mediurln PM|
G | >0.0001 TTRisk levels assigned to cells consistent
H | >0.00001 || With contours of equal risk (iso-risk
contours
| > 0.000001 )
J £0.000001




Attributes of a well-designed risk assessment matrix

>100

>10

g

S _ 1 2 3 4 o 6 / 38

everity 242k | 2520k | 2$200k | 2$2M | 2$20M |2$200M| =$2B | 2$20B
Injury, no k | Permanent _ 210 2100 21,000 210,000

Fl‘eq u en Cy Ioséavxlork LOSé;’;‘” dipszrkgliﬁlty 21 Fatality Fatalities Fatalities Fatalities Fatalities

Prohibitive SEC
High - CAE

\Serious - PEO\

Sufficient probability or frequency categories so highest
severity level can be assessed at the PM level of risk if
the probability or frequency of occurrence is low enough

> 0.000001

A
B
C
D
{Xo.m
I,\ Ana
G
H
|
J

< 0.000001

'Medium - PM
I ]




< : )Attributes of a well-designed risk assessment matrix
Frequency

{ Category ent code for hazards whose risk has been
( ggest: OR “Zero R” as in Zero Risk in lieu of F.
a Letters
Increase 1 2 3 4 5 6 7 8
with >52k | 2$20k | 2$200k | 2$2M | 2$20M |=$200M| 2$2B | 2$20B
| Decreasmg Injury, no | ot work | Permanent . >10 >100 >1,000 210,000
Freq uen Cy Iosée\i\;ork Day dipszxrgliﬁlty 21 Fatality Fatalities Fatalities Fata,lities Fataiities
A >100
B >10
C >1
D >0.1
E >0.01 | Serious - PEO |
F >0.001 'Medium - PM|
G >0.0001 |Low —SSWG/Principal for Safety |
H §>0.00001
I 0.000001
J 0.000001




< : )Attributes of a well-designed risk assessment matrix
Frequency

{ Category ent code for hazards whose risk has been
( ggest: OR “Zero R” as in Zero Risk in lieu of F.
L Letters
| Increase [ 3 2 3 4 5 6 7 8
with 232k | 2$20k | 25200k | 232M | 2$20Mm [2$200Mm| 2328 | 25208
- Decreasin 9 |miury. no Lost Work | Fermanent >10 >100 >1,000 >10,000
lost work artial 21 Fatalit N - - -
Frequen Cy day Day di[?sability Y | Fatalities Fatalities Fatalities Fatalities
A >100
B >10
C >1
D >0.1
E >0.01 Serio?s - PEO|
. MIL-STD-882E
Eliminated




@Attributes of a well-designed risk assessment matrix

—

A risk assessment code for hazards whose risk has been
eliminated. Suggest: OR “Zero R” as in Zero Risk in lieu of F.

: 1 2 3 4 ) 6 / 3
Severity 262k | 2$20k | 2$200k | 2$2M | 2$20M |2$200M| 2$2B | 2$20B
Frequency | s | oot | "put™ | siray | 20| e | s | oo

A >100

B >10

C >1
D >0.1

E >0.01 'Serious - PEO|

F >0.001 'Medium - PM |

G | >0.0001 |Low - SSWG/Principal for Safety |

H | >0.00001

| > 0.000001

J =0.000001




Attributes of a well-designed risk assessment matrix

S _ 1 2 3 4 5 6 ! 8
everity 252k | 2520k | 2$200k | 2$2M | 2520M |2$200M| 2$2B | 2$20B
Injury, no Permanent > > >1, >10,
Fl‘eq u e N Cy Ioséavxlork LOSé;/zork dipszxrk;iiﬁlty 21 Fatality Fat_aTi?ies Fat;I(i)t(i)es Fa:aﬂ:)igs F;tgl?t?gs
A >100
B >10
C >1 Prohibitive SECDEF
D >0.1 High - CAE
E >0.01 Serio]  BE
F >0.001 'Medium - PM|
L — SSWG/Principal for Saf
_\G >0.0001 ow rincipal for Safety |
Q ). >0.00001

asily tailored with reporting of risk consistent with other

systems within the family of systems.
J |= UV.UUUUV I| | | | | | | |




Attributes of a well-designed risk assessment matrix

Qeverity Category numbers increase with increasing Severité
1 2 3 4 5 6

Z
Severity 232k | 2320k | 25200k | 2$2m | 2$20M
Frequency :gj;gzv;;;‘; oy P:F:S%E%?:t 2Fstality | oo
A >100 Prohibitive SECDEF
B >10
C >1
D >0.1 High - CAE
E >0.01 Serio] BE
F >0.001 'Medium - PM |
G | >0.0001 |Low- SSV\llG/Principall for Safety |




Mother of All Risk Assessment Matrices (Spaceship Earth)

Hazard Severity

Frequency
(Mishaps pj'—l—‘ 1 2 3 O 11 12 13
100,000 Hrs $2K | [$20K | [$200K | '$2B| [$20B] [$200B| |$2T| [$20T| [$200T| |$2Q]
(11.4 years)) 1K Fatal 100K Fatal 10M Fatal 1B Fatal
A
10|
B
1]
C
0.1
D
0.01
E Prohibitive SECDEF
F
G Serious
H Mediurﬂ

de minimis

Earth encounter with an asteroid |




Mother of All Risk Assessment Matrices (Spaceship Earth)

Even the Mother of All Risk Assessment
Matrices can be tailored to the area
most useful for the user.

Hazard Severity

Frequency. g | 40 | 11|12 | 13

*1'!.1“.]“35“4’3 $200B | [$2T| [$20T] [$2007| [$2Q

1149 100K Fatal| | [10MFatal| | 1B Fatal
% "M Fatal 100M Fatal |

J
K Serious
| I
L Medium
Lo ‘Medium |
M Low
N de minimis

N



Additional Recommendation

Eliminate one-word labels for Severity (Catastrophic,
Critical, Marginal, Negligible) and Probability
(Frequent, Probable, Occasional, Remote,
Improbable)

YOU'KEEP USING THATWORD.

- » Ma’.

»

1DON'T THINK'IT. MEANS WHAT YOU
THINKIT{MERNS

-




Additional Recommendation

« Just use Severity 1, Severity 2, Probability C, etc.

. —

1DONT THINK'IT,MEANS WHAT YOU
THINK(ITMEANS




MIL-STD-882D Matrix

RISK ASSESSMENT MATRIX

|[PROBABILITY

SEVERITY

Catastrophi
(1)

Frequent
(A)

Probable
(B)

Occasional
(C)

Remote

(D)

Improbable

(E)

Critical

(2)

Marginal

3)

Negligible

(4) |i2K
Medium
Medium




MIL-STD-882D Matrix

RISK AS X5 x20 X5
HEL R Catastrophic Marginal Negligible
|PrROBABILITY (1) $1Mm 2) | s$200k | (3) $10K (4) $2K
Frequent | ¥ Severity scale covers full range of possible outcomes
(A) n Probability calibrated with reference to an exposure
5 10 interval
x10 = % Equally proportioned, logarithmic scales (1, 10, 100,
102 | 1000...)
Oc Xx10 ' ] ¥ Cartesian Orientation — Increase up and to the right
103 | ¥ Risk levels assigned to cells consistent with contours of
Xl,ooo 5eri°| equal rlSk
106
Impr(cél:;able Medium Medium Medium Low




MIL-STD-882D Matrix

RISK ASSE X2 ENT MATRL %" XS
SEVERITY Catastrophi Critical Marginal Negligible
[PROBABILITY (1) $1M 2 | s$200k | (3) $10K (4) $2K
Fre(q:)ent . i M
101
" x10 C m
Oc I 10
x10 m
103
x1,000 m m
106
Impr(cél:;able = = =




MIL-STD-882D Matrix

SEVERITY

Catastrophic

(1)

RISK AS X5 x20 X5
Marginal Negligible
$1M (2) | $200K (3) $10K (4) $2K

® Severity scale covers full range of possible outcomes

Probability calibrated with reference to an exposure
interval

® Equally proportioned, logarithmic scales (1, 10, 100,
1000...)

® Cartesian Orientation — Increase up and to the right

® Risk levels assigned to cells consistent with contours of
equal risk

(E)

|[PROBABILITY
Frequent
(A)
101
"' x10 C
S | 102
€ x10 '
103
x1,000 Seriol
106
Improbable VMedi

Sufficient probability categories so highest severity level
reach the PM level

Frequency category letters increase with decreasing
frequency

% A RAC for hazards whose risk has been eliminated

® Easily tailored & consistent with other systems within its
family of systems

® Severity Category numbers increase with increasing
Severity




MIL-STD-882E Matrix

RISK ASSESSMENT MATRIX

SEVERITY

Catastrophi Critical
(1) (2)

Marginal

3)

egligible
(4)

|[PROBABILITY

Frequent

(A) Medium

Probable
(B)

Medium

Occasional
(C)

Remote

(D)

Improbable

(E)

Eliminated

(F)

31



MIL-STD-882E Matrix

x10 x10

Marginal egligible
$1M (3) $100K | (4)

? Severity scale covers full range of possible outcomes

Probability calibrated with reference to an exposure interval

® Equally proportioned, logarithmic scales (1, 10, 100,
1000...)

® Cartesian Orientation — Increase up and to the right

® Risk levels assigned to cells consistent with contours of
equal risk

Sufficient probability categories so highest severity level
reach the PM level

® Frequency category letters increase with decreasing
frequency but only to E as F = Eliminated

Frequent
(A)
101
" x10 :
S | 102
° x10 '
103
x1,000 Serio
106
Impr(cél:;able Medit
Eliminated

(F)

A RAC for hazards whose risk has been eliminated

® Easily tailored & consistent with other systems within its
family of systems

® Severity Category numbers increase with increasing
Severity

32



PEO

Aviation

Severity
Probability $10M $1M $100K
3A
A SERIOUS
PEO
100
3B
B SERIOUS
PEO
10
2C 3C
< SERIOUS SERIOUS
PEO PEO
1
1D 2D
D SERIOUS SERIOUS
PEO PEO
0.1
1E
E SERIOUS
PEO
0.01

$10K




PEO
Aviation

x10 X10 x10 x10

Severity

oropanii] $100M $10M $1M $100K $10K

x10

2 Y 3 Y 4N

v/ Severity scale covers full range of possible outcomes

v Probability calibrated with reference to an exposure interval

v Equally proportioned, logarithmic scales (1, 10, 100, 1000...)

® Cartesian Orientation — Increase up and to the right

x10

® Risk levels assigned to cells consistent with contours of
equal risk

x10

v/ Sufficient probability categories so highest severity level
reach the PM level

v’ Frequency category letters increase with decreasing
frequency

v A RAC for hazards whose risk has been eliminated

A
B
C
D
E
F

® Easily tailored & consistent with other systems within its
family of systems

® Severity Category numbers increase with increasing Severity

1F
MEDIUM
PM




Topics for this Tutorial

Purpose of a Hazard Risk Matrix
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Severity

Probab

ility

(1)

10

0.1

0.01

B

[~

Full range of Potential Outcomes

$10M

2C
SERIOUS
PEO

$1IM

—
3 4

$100K
3A

Identify the full range of potential outcomes for the hazard (death, injury,
system loss, environmental impact, and monetary loss). The range of
outcomes will often span more than one severity category.

SERIOUS
PEO

10
C
1
D SE§I|E[<:3)US
0.1
1E
E
E SERIOUS
PEO
0.01
F
0

2D
SERIOUS
PEO

3C
SERIOUS
PEO



Severity

For each
severity category

3

A
100 100
B
10 10
C
.4 !
...there_I§ a D SEFg-bUS
PEO
probabul.l*lty 01 |
g o

0.01 0.01

-

0 0

$1M $100K
3A
SERIOUS
PEO
3B
SERIOUS
PEO
2C 3C
SERIOUS SERIOUS
PEO PEO
2D
SERIOUS
PEO

$10K




Severity

3 4

For each

- - OK

severity category

3A
A seribus
PR
100 100 i
3
R serbus

(2) For each severity category associated with this range of severity,
determine the associated probability category.

C SEF;BUS SERIUS
PEIO pdO
1 1 |

1b 2D

D SER|OUS serbus
PEO PO

0.1 0.1 I

E SER

PEO
0.01 0.01




(3) Determine which severity-probability pair
has the greatest risk. This pair is the RAC
assigned to the hazard

A\

B

©>

100

10

In this case the
hazard is a “1E”

PEO

...though there are 2E, 3D, 4C

outcomes possible

SERIOUS

PEO

v

2C 3 7
SERIOUS skreUs

PEO ~¥Eo

P
Pd

oo 7

SER}
#PEQ,

7’

OK




Severity

Probability

$1IM $100K

3A

(4) If two or more severity-probability
pairs are equal as the greatest risk...

D

PEO

10
1
1D
D SERIOUS
PEO
0.1
1E
SERIOUS

PEO

2C 3C
SERIOUS SARIOUS
PEO EO
2D
SERIO

PEO,

...select the one with the greatest

severity.

$10K

v




Severity

1

2

2

V|

T

IIIIIIII

]

N e
can do that.
t bI:I;(IIE((J)Ub

0.01

The following slides show how you

Remember: The purpose of a Hazard
Risk Matrix is to determine who must

accept the risk of a particular hazard

— L
However, it also can help you explain

the risk to that risk acceptance
authority with more than just,
“It's a 1D, Serious.”

$10K
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Understanding Probability

Probability:

“A number expressing the likelihood that a
specific event will occur, expressed as the
ratio of the number of actual occurrences to
the number of possible occurrences.”

- The American Heritage® Dictionary of the
English Language, Fourth Edition

43



Understanding Probability

Math Definition:

* Repeat a random experiment “n” number of times.

* If a specific outcome has occurred “f’ times in these n
trials, the number “f’ is the frequency of the outcome.

* The ratio f/n is the relative frequency of the outcome.

* A relative frequency is usually very unstable for small
values of “n,” but it tends to stabilize about some number
“p” as “n” increases.

* The number “p” is the probability of the outcome.

p=f/n

for very large values of n
44



Understanding Probability

Simple example:
Probability of rolling a “3” with one die.

RO
RO
RO
RO

#1-“5”,fiIn=0/1=0
#2 -%2”,fin=0/2=0 @
#3 - %37, fIn=1/3 = .333...

#4 - “4”, fin =1/4 = .25

Roll #1,000: 163 “3”’s, f/In = 163/1000 = .163
Rolls approach infinity f/n = .166666....

45



Rolling Dice

Roll a single die 30 times. The expected value of each roll is 3.5.
What you actually get is somewhat different.

6

USAAMCOM Safety Data
20 Jan 2005

Average for 6 trials
Average for 30 Trials

?/\/\ AT .y
-fJY J\ T\ 7 '35 i_kf
L) 7 | B
VoYY - |

N

Trial

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

46



Understanding Probability

Hazard: Helicopter strikes wire; results in Class A mishap

Probability: 4.406E-06 occurrences per flight hour
1 Flight Hr, no mishap, rate =0

1,000 Flight Hrs, no mishap, rate =0
176,182 Flight Hrs, 1st mishap, rate = 5.676E-06 /flt hr

274,539 Flight Hrs, 2nd mishap, rate = 7.285E-06 /flt hr
700,462 Flt Hrs, 3rd mishap, rate = 4.283E-06 /flt hr
10,000,000 FIt Hrs, 46 mishaps, rate = 4.600E-06 /flt hr
1,000,000,000 Hrs, 4407 mishaps, rate = 4.407E-06 /flt hr
Flight hours approach infinity, rate = 4.406E-06 /flt hr

47
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PEO Aviation Risk Decision Authority Matrix

$100K

Severity
Probability $10M $1M
3A
A SERIOUS
PEO
100
3B
B SERIOUS
PEO
10
2C 3C
< SERIOUS SERIOUS
PEO PEO
1
1D 2D
D SERIOUS SERIOUS
PEO PEO
0.1
1E
E SERIOUS
PEO
0.01

$10K




Applying Probability Classifications
to a military helicopter

Fleet Size = 368 aircraft

Utilization = 240 hours/year
Life= 12 years/aircraft

Aircraft Life =240 x 12
= 2,880 hours

Fleet Exposure Hours = 368 x 240 x 12
= 1,059,840 hours

Fleet Hours per Year = 368 x 240
= 88,320 hours

50



US Army PEO Aviation Enhanced Matrix

Events Events

per Flight per Events | Years
Flight | Hours per | 100,000 per per
Hour Event FIt Hrs Year Event

FrequentA
107 1,000 100 88.32 | 0.0113

ProbabIeB
107 10,000 10 8.832 | 0.113

OccasionaIC
107° 100,000 1 0.8832 | 1.13

RemoteD
10 | 1,000,000 0.1 0.0883 | 11.3

ImprobabIeE
10" 10,000,000 0.01 [0.00883| 113

Very Improbable F

0 0 0

Zero Risk O R
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US Army PEO Aviation Enhanced Matrix

Events Events
per Flight per Events | Years
Flight | Hours per | 100,000 per per
oy yiont it Llrc Yaar Eyviant
88,320 fithrs X 10 Events _ 8.832 Events
Year 100,000 fit-hrs Year
Probable D
10™ 10,000 10 0.113
Occasional C
10 100,000 1 0.8832 | 1.13
Remote D
10°° 1,000,000 0.1 0.0883 | 11.3
Improbable E
10" (10,000,000 0.01 |0.00883| 113
Very Improbable F
0 0 0
Zero Risk OR

52



US Army PEO Aviation Enhanced Matrix

Events Events Event
per Flight per Events | Years per [Fleet Life
Flight [ Hours per [ 100,000} per per Fleet per
Hour Event FIt Hrs Year Event Life Event
Frequent A
1073 1,000 100 88.32 | 0.0113 | 1,060 [0.000944
Probable B
107 10,000 10 8.832 | 0.113 | 105.98 | 0.00944
Occasional C
107° 100,000 1 0.8832 | 1.13 |10.598| 0.0944
Remote D
10¢ | 1,000,000 0.1 0.0883 | 11.3 |1.0598| 0.944
Improbable E
10" 10,000,000 0.01 [0.00883| 113 0.106 9.44
Very Improbable F
0 0 0 0
Zero Risk OR




US Army PEO Aviation Enhanced Matrix

Events Events Event
per Flight per Events | Years per [Fleet Life
Flight [ Hours per [ 100,000} per per Fleet per
Ll = i [l PR AV | PP S Lkt . i
1,059,840 fit-hts X 10 Events  _ 105.98 Events
1 fleet life 100,000 ft-h+s 1 Fleet Life
Probable D [:
10™ 10,000 10 8.832 | 0.113 | 105.98 ] 0.00944
Occasional C
10 100,000 1 0.8832 | 1.13 | 10.598| 0.0944
Remote D
10°® 1,000,000 0.1 0.0883 | 11.3 | 1.0598 | 0.944
Improbable E
10" (10,000,000 0.01 |0.00883| 113 0.106 9.44
Very Improbable F
0 0 0 0
Zero Risk OR
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US Army PEO Aviation Enhanced Matrix

Events Events Event
per Flight per Events | Years per [Fleet Life
Flight [ Hours per [ 100,000} per per Fleet per
Hour Event FIt Hrs Year Event Life Event
Frequent A
1073 1,000 100 0.000944
Probable B
107 10,000 10 0.00944
Occasional C
10°° 100,000 1 0.8832 0.0944
Remote D
10 | 1,000,000 0.1 0.0883 0.944
Improbable E
10" 10,000,000/ 0.01 |]0.00883 9.44
Very Improbable F
0 0 0

Zero Risk O R

Numbers greater than 1 are easier to comprehend
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US Army PEO Aviation Enhanced Matrix

Fleet Size: 368 aircraft
In pUt Utilization: 240.0 hours/yr
Calculated Aircraft Life:
Calculations
Aircraft Exposure Hours: 2,880 hours
Fleet Exposure Hours: 1,059,840 hours
Events Events . .
per Flight per
Flight [ Hours per | 100,000
Hour Event Flt Hrs
A 4A
10° 1,000 100
B 4B
10™ 10,000 10 .
C 2C[ue3C | 4C
10 100,000 1
D 2D 4D
10® | 1,000,000 | 0.1 -
E 1E 2E "™ 3E AE
1077 |10,000,000| 0.01 !
Fl o 1IF 2F 5. 8F 4F
A
OR .

0.00944

0.0944

0.944

9.44
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Consequences of Risk Acceptance

Consequences of Risk Acceptance:

On the order of 2to 10 Class A accidents due to this hazard over

the remaining life cycle of the aircraft.

it bbb

Aircraft Exposure HoursY 2,880 hours
Fleet Exposure Hours: 59,840 hours Fleet-wide
Events Events Fleet Hours per Year: 88, ours Event
per Flight per Lyents | Years per [ FleetLife
Flight | Hours per | 100,000 1 2 3 4 per per | Fleet per
Hour Event Flt Hrs [$100K] Year | Event | Life Event
A 3A 4A
1073 1,000 100 88.32 | 0.0113 | 1,¢60 |0.000944
B 3B 4B
C 107 10,000 10 . 8.832 | 0.113 | 10%.98 | 0.00944
2C Serious 3C 4C
D 107° 100,000 1 = 0.8832 1.l3r 10.598 |} 0.0944
1D 25 3B 4D 2-10
E 10 | 1,000,000 0.1 vj — 0.0883 11.3L 1.0598 |} 0.944
1E 2E """ 3E 4E B
107" 10,000,000 0.01 : 0.00883| 113 0.106 9.44
F 1F 2F 5. 8F 4F
0 0 0 0
OR .
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Consequences of Risk Acceptance

Consequences of Risk Acceptance:

On the order of 2to 10 Class A accidents due to this hazard over

the remaining life cycle of the aircraft.

S~

®
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Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles
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Mishap Risk & Mishap Loss

Mishap Risk over Time results in Mishap Loss

Operate the system

Risk - Mishap Rate
(Predicted Loss) _} T| me Z _} (Actual Loss)
($/FIt Hour) : ($/Flt Hour)
(Fatalities/FIt Hour) (F“ght HOUI‘S) (Fatalities/FIt Hour)
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Mishap History

Based on this relationship between mishap risk and
mishap loss, we can plot mishap histories on a risk matrix

as follows:
Total Cost from Class A mishaps

Severity = _
Total Number of Class A mishaps
$361,671,038
= = $6,130,018
59
. Total Number of Class A mishaps
Probability =

Total Hours Flown
59
1,588,597

= 3.714 mishaps /100,000 FIt Hrs
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Mishap History

$361,671,038
$18,854,121
$17,114,206
$970,148
$398,609,513

Mishaps per
Total Cost Cost/Mishap 100,000 Flt Hrs
$6,130,018 3.714
$483,439 2.455
$69,854 15.422
$8,662 7.050
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Mishaps

»

Severity ($10Y)

(€)]

———1520,000

The numbers plOt on a Class No Total Cost Cost/Mishap IIA(;ET]O%%SFﬁ)teIr-IrS
chart like this. B 3 alnaesiat | sisodse  >use
C 245 $17,114,206 $69,854 15.422
D 112 $970,148 $8,662 7.050
1 Total 455 $398,609,513
Class A =~ I I
\ ~ Total effect (sum) of
[isLoooooo. all hazards to date
2 Class B //
k,
3 Class C £

US Army Aviation Accidents
Class D 1 Oct 1993 to 30 Sep 2010
Source: US Army
$2,000 Risk Managment Information System
3 January 2011
1000 100 10 1 0.1 0.01 0

Frequency (Accidents per 100,000 Flight Hours




Severity ($10Y)

»

———15200.000 .
{320,000
4 US Army Aviation Accidents

1 Oct 1993 to 30 Sep 2010

Source: US Army
$2,000 Risk Managment Information System
3 January 2011
1000 100 10 1 0.1 0.01 0

Frequency (Accidents per 100,000 Flight Hours
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Severity ($10Y)

»

a1

Mishaps

$1,000/FIt Hr
$100/FIt Hr
$10/FIt Hr
$1,000,00Q $1/FIt Hr

$200,000 $0.1/FIt Hr

4 US Army Aviation Acc

1 Oct 1993 to 30 Sep 28

Source: US Army

$2,000 Risk Managment Information Sy
3 January 2011
1000 100 10 1 0.1 0.01

Frequency (Accidents per 100,000 Flight Hours




Severity ($10Y)

»

(€)1

Mishaps

$1,000/FIt Hr
$1,000/FIt Hr \
—Js1.000,000
—M -
$100/FIt Hr \
3 \ $0.0l/§\ Hr
%
$10/FIt Hr \
$1/FItHr
$2,000
$0.10/Flt Hr
1000 100 10 1

227.67

E

$10/FltHr

$L/FItHr

$0.10/FIt Hr

$0.01/FItHr

viation Accidents
3 to 30 Sep 2010

11.87/AmMY

mation System

10.77r011

Diso.61
Frequency (Accidents per 100,000 Flight Hours

0.01




Severity ($10Y)

»

(&)

US Army Aviation Mishaps

B

D

E

—s2.000.000
————15200,000

\\

I

US Army Aviation Accidents
1 Oct 1993 to 30 Sep 2010

Source: US Army

$2.000 Risk Managment Information System
3 January 2011
1000 100 10 1 0.1 0.01

Frequency (Accidents per 100,000 Flight Hours
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Severity ($10Y)

(&)

US Army Aviation Mishaps

1 ?
"

——1520,000
4 US Army Aviation Accidents

1 Oct 1993 to 30 Sep 2010

Source: US Army
$2.000 Risk Managment Information System
3 January 2011
1000 100 10 1 0.1 0.01

Frequency (Accidents per 100,000 Flight Hours




Severity ($10")

US Army Aviation Mishaps

100 30 20 Accident Hazards
HHHH+ 4+ + 1 Oct 1993 - 30 Sep 2009
77 1 Source: US Army Risk Management
Information System
—&— Total Accidents
; -9 Loss of Situational
6 1$1,000,000 |1 Fatality | Awareness
2 —A--Brownout-Whiteout
i —X— Poor Autorotation
$200,000 i Characteristics
5 .// —@— Single Engine Aircraft
1 7
'/A I3
3 ¢ i --@-- \Wirestrike
PU—— —O— Other Hazards - Human
$20,000 | Factors
4 --&---Other Hazards
4 - Material Failure
—&— Other Hazards
- Environmental
@ |
$2,000 | + Numbers
3 .
1000 100 10 1 0.1 0.01 0.001

Freduency (Accidents 7100,000 Flight Hours)



Severity ($10")

US Army Aviation Mishaps

The risk of these bgog
hazards sum to
give this result

gement

6 1$1,000,000 |1 Fatality |

2

PSR

$200,000

—4@-- Loss of Situational
Awareness

—A—-Brownout-Whiteout

—X— Poor Autorotation
Characteristics

—@— Single Engine Aircraft

--@-- \W\irestrike

—— Other Hazards - Human

Po—
$20,000 | Factors
4 A -—-&---Other Hazards
4 - Material Failure
——Other Hazards
- Environmental
$2,000 | + Numbers
2 .
1000 100 10 1 0.1 0.01 0.001

Freduency (Accidents 7100,000 Flight Hours)



Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles
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Matrix Relative Risk Values

(Risk Units)(Clemens)

B C D E F
100

) x4
|
10

) *x—1
|
100 <€—T— 10 . 1

X 110 10 Risk Unit

(Clemens)




Matrix Relative Risk Values

(Clemens)

100,000,000 10,000,000 1,000,000 100,000 10,000 1,000
10,000,000 1,000,000 100,000 10,000 1,000 100
1,000,000 100,000 10,000 1,000 100 10
100,000 10,000 1,000 100 10 1




Helo A Hazard Distribution

E F
14 65
6 2
S 4




Helo A Matrix
Relative Values (Clemens)

5x 100,000 = | 14 x 10,000 = | 65 x 1,000 =
500,000 140,000 65,000
4 x 10,000 = 6 x 1,000 = 2x 100 =
40,000 6,000 200
1 x 10,000 = 7 x 1,000 = 5x 100 = 4x10=
10,000 7,000 500 40
2 x 100 = 1x10=
200 10




Helo A Matrix
Relative Values (Clemens)

B C D E F

500,000 140,000 65,000

40,000 6,000 200

10,000 7,000 500 40

200 10




Helicopter A

———_‘———\_______

H_'_"‘-'--__\___

— _’, — _._|_ 1,000,000

900,000

800,000

- 700,000

- 600,000

- 500,000

- 400,000

- 300,000

- 200,000

- 100,000

Clemens

|—\U'I°’|-J:m

NN~ 01O
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Helicopter C

T

— _’, —— __l_ 1,000,000

900,000

~ 800,000

~ 700,000

- 600,000

- 500,000

- 400,000

~ 300,000

- 200,000

- 100,000

Clemens
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Risk Pie Chart by RAC

2 2F 3D 3E 3F 4D 4E
0.8%0.0%0.9% 0.1% 0.0% 0.0% 0.0%

3C |

1.3%
31 E% 1D
2 ' 13.0%
5.29
1D
13.0%
1E
18.2%
1D
13.0%
1D S

13.0% )( 13.0%

HU‘ICD'Em

HlW|N |




Risk Pie Chart by RAC

2 2F 3D 3E 3F 4D 4E
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Risk Pie Chart by RAC

2 2F 3D 3E 3F 4D 4E
0.8%0.0%0.9% 0.1% 0.0% 0.0% 0.0%

3C |

1.3%
31 E% 1D
2 ' 13.0%
5.29
1D
13.0%
1E
18.2%
1D
13.0%

1D
13.0% | 13.0%
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Risk Pie Chart by RAC

2 2F 3D 3E 3F 4D 4E
0.8%0.0%0.9% 0.1% 0.0% 0.0% 0.0%




Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles
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Hazard Risk Profile

C D E F
5 14 65
4 6 2

1 ! 5 4
2 1




Hazard Risk Profile

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08

B C D E F
14 | 65

6 2

1 5 4




Hazard Risk Profile

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08

v

A 4

Sum 5x 3.16E-06 | 14 x 3.16E-07 | 65 x 3.16E-08
2 23E-05 |« = 1.58E-05 = 4.43E-06 = 2.06E-06_>
Sum 4x 3.16E-06 | 6x 3.16E-07 | 2 x 3.16E-08
1.46E-05 |« =1.26E-05 | =1.90E-06 | = 6.32E-0D
Sum 1x 3.16E-05 | 7 x 3.16E-06 | 5x 3.16E-07 | 4 x 3.16E-08
5.55E-05 [« << 3.16E-05 = 2.21E-05 = 1.58E-06 = 1.26E-07 >
Sum 2 x 3.16E-06 | 1 x 3.16E-07
6.64E-006 € = 6.32E-06 = 3.16E-07




Severity ($10Y)

Hazard Risk Profile

$1,000,000 |1 Fatality

C

D

2

<5nN0 AN}

—o— Helicopter A

$200,000

Frequency (Accidents /10(

$20,000
<> nn |
$2,000 = = =
5 14 65
1000 100 10 1 4 6 2
7 5 4
2 1

AW




Severity ($10Y)

Comparing Hazard Profile to Accident History

A

$1,000,000 |1 Fatality

B

+ 2_(?_0

100

C

30 20

HHH++ +

59

D

2
W+ +

E

F

2

PO

$200,000

245

39

—&— Helicopter B Accident History

—o— Helicopter A

+ Numbers

112

100

10

Frequency (Accidents /10(

1

AW

NN~ O

Flojo|R(m




Severity ($10Y)

Comparing Hazard Profile to Accident History

A

{$1,000,000 |1 Fatality

B

i 23_0

100

C

59

30 20

HHH+++

Qi+ +

D

N

+

E

F

2

PO

$200,000

245

39

—o— Helicopter B Accident History
—o— Helicopter A
—&— Helicopter B

+  Numbers

112

1000 100

Frequency (Accidents /10(

10

1

T

N
g|jo|lw|o (T
N
w
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Severity ($10Y)

Comparing Hazard Profile to Accident History

A

151,000,000 |1 Fatality

B

C

200f 100 30 20 1 2
+ P R P S+ 5§

D

+

E F

59

<€

These are close.

—&— Helicopter B Accident History

—O— Helicopter A

2

PO

$200,000

—a&— Helicopter B
—&— Helicopter C

+ Numbers

Al

These are farther apart. Why?

100

10 1
Freauency (Accidents /10(

AW

D E F
10 24 102
5 8 8

3 6 3 2
1 1




Severity ($10")

US Army Aviation Mishaps

B

c | ° |

E‘F

w0 | These are 1C & 1D Hazards. i'_t Hazards

30 Sep 2009

-

l, 4

...but they also produce
Severity 2,3, & 4 Mishaps.

Source: US Army Risk Management
Information System

PP

$200,000

—&— Total Accidents

—4@-- Loss of Situational
Awareness

—4A—--Brownout-Whiteout

—X— Poor Autorotation
Characteristics

—@— Single Engine Aircraft

P --@-- \Wirestrike
- e b e
—— —O— Other Hazards - Human
$20,000 | Factors
4 ---&---Other Hazards
4 - Material Failure
—&@— Other Hazards
- Environmental
$2,000 | + Numbers
3 .
1000 100 10 1 0.1 0.01 0.001

Freduency (Accidents 7100,000 Flight Hours)



Missile Risk Matrix

102
Occasional
()

Remote
(D)

Improbab
(E)

Eliminated

(F)

RISK ASSESSMENT MATRIX
SIJERT Catastrophic 1 Fatal Critical Marginal Negligible
|PROBABILITY 3 (1) $10M (2) () 100k (4
Fre(ql;ent Medium
101
Probable .
(B) Medium

Medium

Medium




Missile Hazard Risk Matrix

1/100
Occasiona
(C

1/1,000

1/1,000,000
Improbable

(E)

Eliminated

(F)

Medium

RISK ASSESSMENT MATRIX
SIJERT Catastrophic 1 Fatal Critical Marginal Negligible

|PROBABILITY 3 (1) $10M (2) ()  s100k 4
Frequent .

(A) Medium

1/10

Probable .

(B) Medium

Medium

Medium




Back of the Envelope Calculation

40,000 Shishkebab Missiles
Delivered over 20 years

Assume all fired
1 accident in 1,000,000 firings

1 accident 40,000 Hrngs _ 1 accident
1,000,000 f—l—l’—I-Prg—Sr 20 years 500 years




Missile Hazard Risk Matrix

RISK ASSESSMENT MATRIX

SEVERITY

|PROBABILITY ¢

Frequent
(A)

lin<2days

Probable
(B)

Occasional
(C)

Remote
(D)

Improbable

(E)

Catastrophic

(1)

1in 18.5days

1in 6 months

1in 500 years

1 Fatal

Critical

$10M

(2)

Marginal

(3)

$100K

Negligible
(4)

Medium

Eliminated

(F)

Medium

Medium

Medium

Medium




Matrix Relative Risk Values
1 2 3 4
000,000,000 100,000,000 mieNeleloNole]0] 1,000,000
10_:00 000,000 0,000,000 1,000,000 100,000
= 0,000,000 1,000,000 100,000
12:4 ,000,000 100,000 10,000
100,000 10,000 1,000
:(; 10,000 1,000 100
1,000 100 10



Matrix Relative Risk Values

291,000,000,000 100,000,000 gmmxeKelo/oRe[0[0 1,000,000

=3 100,000,000 10,000,000 1,000,000 100,000

10,000,000 1,000,000 100,000

D 1,110,000 111,000 11,100
106

E 1,000 100 10




Matrix Relative Risk Values

1,000,000,0

900,000,000

3 4

10,000,000 1,000,000

10,000,000 1,000,000 100,000

10,000,000 1,000,000

1,110,000 111,000

1,000 100

F 300,000,000

- 200,000,000

- 100,000,000

100



Matrix Relative Risk Values

90,000,000

3 4

10,000,000 1,000,000

1,000,000 100,000

10,000,000 1,000,000

1,110,000 111,000

1,000 100

20,000,000

10,000,000
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Matrix Relative Risk Values

~—— 10,000,000
9,000,000
1 2 3 4
10,000,000 1,000,000

1,110,000

1,000,000

1,000,000

111,000

1,000

100

100,000
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Matrix Relative Risk Values

10,000,000
9,000,000
1 2 3 4
10,000,000 1,000,000
1,000,000 100,000

1,110,000

1,000,000

111,000

1,000

100

- 2,000,000

- 1,000,000
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Matrix Relative Risk Values

1,100,000

1,000,000

4

|
_‘k_""“—--—ﬂ
“"‘-—\..__‘____\H_H
H\\"“--.__,\\
I | 2
| \\ A
I— \\
S E\
- \\ 111,000
L ™~
\
—
_
= e
.
E - 3 4
2

300,000

- 200,000

- 100,000

1,000,000

100,000




Matrix Relative Risk Values

— 1,100,000
I 1,000,000
~— o
I ~_| 1 2 3 4
— A 1,000,000
—
[ 100,000
| \
I
\
111,000
| \
H—
300,000
D N - 200,000
e - - 100,000




Matrix Relative Risk Values

110,000

100,000

an NNN

‘-\‘_\
I
o 100,000
R
\
100,000,
I
\
I | 111,000 11,100
] 1,000 100 10,
30,000
- 20,000
‘ - 10,000
-_7 I -0




Matrix Relative Risk Values

110,000
100,000
an Nnn
| 3 4
]
‘-‘—\\A
]
B 100,000
I
\
c 100,000
I
‘\
— L D 111,000 11,100
L — E 1,000 100 10
30,000
- 20,000
‘ - 10,000




Matrix Relative Risk Values

;A9 1,000,000,000 100,000,000 10,000,000 1,000,000

=3 100,000,000 10,000,000 1,000,000 100,000

e 10,000,000 1,000,000 100,000 10,000

111,000 11,100




Matrix Relative Risk Values

103 :
D| 1,110,000

Serious

Where Is thé medium?




Matrix Relative Risk Values

4
2y 10,000,000 1,000,000 100,000 10,000
103
1,000,000 100,000 1,000
10
100,000 1,000 100

D 10,000 1,000

106
E 1,000 100




Matrix Relative Risk Values

Ay 10,000,000 1,000,000 100,000 10,000

1in 6 months

=3 1,000,000 100,000 10,000 1,000

lin5years

C 100,000 10,000 1,000 100
1in 50 years

D 10,000 1,000
1in 500 years

E 1,000 100




Matrix Relative Risk Values

1 2 3 4

A 10,000 00,000 000,000 0,000,000
1in 6 months

B 1,000 10,000 00,000 000,000
lin5years

C 100 1,000 10,000 00,000
1in 50 years

D 100 1,000 10,000
1in 500 years

100 1,000
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Ssummary
Attributes of a well-designed risk
assessment matrix

v/ Severity scale covers full range of possible outcomes

v’ Probability calibrated with reference to an exposure interval
v Equally proportioned, logarithmic scales (1, 10, 100, 1000...)
v/ Cartesian Orientation — Increase up and to the right

v’ Risk levels assigned to cells consistent with contours of equal risk

S ) 1 2 3 4 5 6 7 8
everity >$2k | 2320k |2$200k | 2$2M | 2$20M |2$200M| 2$2B | 23208

Injury, 0| ) (o ork | Permanent 210 2100 21,000 210,000

lost work partial 21 Fatality L o o -
Freq U en Cy Day disability Fatalities Fatalities Fatalities Fatalities

day

>100
>10
>1
>0.1
>0.01 Serious - PEO
>0.001 [Medium - PM
>0.0001 [Low-SSWG/Principal for Safety |
>0.00001
> 0.000001
<0.000001

Gl—|ITIOIMMOO|®m|>




Ssummary
Attributes of a well-designed risk
assessment matrix

v’ Sufficient probability categories so highest severity level reach the
PM level
v Frequency category letters increase with decreasing frequency

v A RAC for hazards whose risk has been eliminated

v’ Easily tailored & consistent with other systems within its family of
systems

v/ Severity Category numbers increase with increasing Severity

S ) 1 2 3 4 5 6 7 8
everity >$2k | 2320k |2$200k | 2$2M | 2$20M |2$200M| 2$2B | 23208

Injury, 0| ) (o ork | Permanent 210 2100 21,000 210,000

lost work partial 21 Fatality L o o -
Freq U en Cy Day disability Fatalities Fatalities Fatalities Fatalities

day

>100
>10
>1
>0.1
>0.01 Serious - PEO
>0.001 [Medium - PM
>0.0001 [Low-SSWG/Principal for Safety |
>0.00001
> 0.000001
<0.000001

Gl—|ITIOIMMOO|®m|>




How to Determine the Risk Assessment Code (RAC)

To determine the appropriate RAC for a given hazard:

(1) Identify the full range of potential outcomes for the
hazard (death, injury, system loss, environmental
Impact, and monetary loss). The range of outcomes
will often span more than one severity category.

(2) For each severity category associated with this
range of severity, determine the associated
probability category.

(3) Determine which severity-probability pair has the
greatest risk. This pair is the RAC assigned to the
hazard.

(4) If two or more severity-probability pairs are equal as
the greatest risk, select the one with the greatest
severity.
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sSumm al'y Understanding Probability

Math Definition: “’/

* Repeat a random experiment “n” number of times.

* If a specific outcome has occurred “f”’ times in these n
trials, the number “f”’ is the frequency of the outcome.

* The ratio f/n is the relative frequency of the outcome.

* Arelative frequency is usually very unstable for small
values of “n,” but it tends to stabilize about some number
“p” as “n” increases.

* The number “p” is the probability of the outcome.

p=f/n

for very large values of n

Simple example:
Probability of rolling a “3” with one die.

Roll #1 - “5”,fIn=0

Roll #2 - “2”, fIn=0

Roll #3 - “3”, fin =1/3 = .333...

Roll #4 - “4”, fIn =114 = .25

Roll #1,000: 163 “3”’s, f/n =163/1000 = .163
Rolls approach infinity f/n = .166666....

Roll a single die 30 times. The expected value of each roll is 3.5.
What you actually get is somewhat different.
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Hazard: AH-64 strikes wire results in Class A mishap

Probability: 4.406E-06 occurrences per flight hour
1 Flight Hr, no mishap, rate =0

1,000 Flight Hrs, no mishap, rate =0
176,182 Flight Hrs, 1 mishap, rate = 5.676E-06 /flt hr

274,539 Flight Hrs, 2 mishaps, rate = 7.285E-06 /flt hr
700,462 FIt Hrs, 3 mishaps, rate = 4.283E-06 /flt hr
10,000,000 Flt Hrs, 46 mishaps, rate = 4.600E-06 /flt hr
1,000,000,000 Hrs, 4407 mishaps, rate = 4.407E-06 /flt hr
Flight hours approach infinity, rate = 4.406E-06 /flt hr
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Summar

Applying Probability Classifications
to a military helicopter
Fleet Size = 368 aircraft

Utilization= 240 hours/year
Life= 20 years/aircraft

Aircraft Life = 240 x 20
= 4,800 hours

Fleet Exposure Hours = 368 x 240 x 20
= 1,776,400 hours

Fleet Hours per Year = 368 x 240
= 88,320 hours

Y Expanded Matrix
US Army PEO Aviation Expanded Matrix

Events Events Event

per Flight per Events | Years per |Fleet Life
Flight | Hours per | 100,000 | per per Fleet per
Hour Event FitHrs | Year [ Event Life Event
FrequentA
107 1,000 100 | 88.32 | 0.0113 | 1,060 |0.000944
Probable B
107 10,000 10 8.832 | 0.113 | 105.98 | 0.00944
Occasional C
10° 100,000 1 0.8832 | 1.13 10.598 | 0.0944
Remote D
10°° 1,000,000 0.1 0.0883 | 11.3 1.0598 | 0.944
Improbable E
107 110,000,000 0.01 0.00883| 113 | 0106 | 9.44
Very Improbable F
0 0 0 0
Zero Risk OR

Numbers greater than 1 are easier to comprehend

29

16

D Input FIenef\ssisz‘:;:ﬂptions 368 aircraft
O calculated Ao el 12 yoars
Calculations _
Aircraft Exposure Hours: 2,880 hours
Fleet Exposure Hours: 1,059,840 hours Fleet-wide
Events ] Events Fleet Hours per Year: 88,320 hours Event _
e b o] 1 ok 2 L 3 L4 || e | per |reorie
Hour Event Fit Hrs |Catastrophic|] Critical Margina egligible | Year | Event | Life Event
FrequentA . 3A 4A
102 1,000 100 High 88.32 | 0.0113 | 1,060 |0.000944
Probable B . e 3B 4B
10° 10,000 10 8.832 | 0.113 | 105.98 | 0.00944
OccasionaIC ZC si.'é‘é,”s 3C 4C
1078 100,000 1 0.8832 | 113 [10.598| 0.0944
Remote D s 1 D 2D 3D 4D
10° 1,000,000 0.1 0.0883 | 11.3 (1.0598( 0.944
Improbable E 7 1E ZE ME:;num 3E 4E
very Imorobable F 107 10,000,000| 0.01 1F 2F 3F 4F 0.00883| 113 0.106 9.44
0 0 F 7 7 7 0 0
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Sum mary Accidents on a Matrix

10 1 01
Frequency (Accidents per 100,000 Flight Hours

Frequency (Accidents /100,000 Flight Hotirs)

. - - - - 8
Based on this relationship between mishap risk and A B stooorir | D E F
mishap loss, we can plot mishap histories on a risk matrix
as follows: , $100/FIt Hr
. Total Cost from Class A mishaps 1
Severity = . $10/FIt Hr
Total Number of Class A mishaps
)3 6 1$1,000,000, $1/FIM
8
$1,305,079,886 z |2
= = $ 15,723,854 5 >
83 3 200,000 $0.L/Fit Hr
5 A
. Total Number of Class A mishaps 3
Probability =
Total Hours Flown 52000
4
83 | 4 5 Sty 4
= ——— = 3.529 mishaps /100,000 Flt Hrs " Source: US Army
2,351,860 B T
3 T
1000 100 10 1 0.1 0.01 0
21 Frequency (Accidents per 100,000 Flight Hours
8
A B C D E —8— C/MH-47 A B F
9 The risk of these [Laras
—4— AH-64
1 % 11 events sumto 2°%°
A give this result ="
= \ﬂ\ —®— U/E/MH-60 A I
% 1$1.000.000 J 1] / \ —~ 6 181,000,000 |1 Fatality | )
- g ) —— OH-58D Total Accidents
E) 2 )/‘// / ——UH-1 :E’* 2 /’ ‘ —-e—-- Loss of Situational Awareness
* 200,000 ‘/"/ [ § i 5200,000 '/I N "
3 e OHsED 3 —x— Poor Autorotation Characteristics
$20,000 W ----&--- Wirestrike
—&— OH-58A/C 4 ——0— Other Hazards - Human Factors
4 US Army Aviation Accidents 4 »»»»»»»» Other Hazards - Material Failure
1 Oct 1993 to 30 Sep 2010
Source: US Army —&— Other Hazards - Environmental
{$2.000] Risk Managranjent Info;r;ﬁtiun System T®—CIRC-12 $2,000 .
anuary umbers
1000 100 ‘ 0.01 310700 100 10 1 0.1 0‘.01 0.0d;
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Summary

Relative Risk Values

(Clemens)

A B C D E F A B C D E F
100,000,000 | 10,000,000 1,000,000 100,000 10,000 1,000 500,000 140,000 65,000
10,000,000 1,000,000 100,000 10,000 1,000 100 40,000 6,000 200
1,000,000 100,000 10,000 1,000 100 10 3 10,000 7,000 500 40

100,000 10,000 1,000 100 10 1 4 200 10
Heli A 2 2F 3D 3E 3F 4D A4E
elicopter 0.8%0.0%0.9% 0.1% 0.0% 0.0% 0.0%
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- I - [ 1,000,000 1 .SOA)
T 900,000
R ,l,
‘ 800,000
I
- r 700,000
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]
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| 200,000
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F
D E F
5 14 65
4 6 2
7 B 4 A B C D E F
2 1 1 5 14 65
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Summ ary Hazard Risk Profile

Severity ($10Y)

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08 3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08
A B C D E F A B C D E F
Sum 5x 3.16E-06 | 14 x 3.16E-07 | 65 x 3.16E-08
1 14 65 1 2.23E-05 € = Ltee 05 | —ai0 =X2.06E-OE>
4x3.16E-06 | 6x3.16E-07 | 2x 3.16E-08
2 6 2 2 1.46E-05 € Sum =Xl.26E-05 =X1.90E-06 =Xe.32@>
1x 3.16E-05 | 7x 3.16E-06 | 5x 3.16E-07 | 4x 3.16E-08
3 1 5 4 3 5.55E-05 [« Sum ﬁGE-OS =X2.21|5-05 =X1.58E-06 =X1.2e@>
Sum 2x 3.16E-06 | 1 x 3.16E-07
4 1 4 6.64E-06 [€— - = B
8 8
A B C D E F A B C D E F

200] 100 30 20 2
+ 20 i+ 3 R Qe+ 3]+

—e— Helicopter B Accident History
—o— Helicopter A

o

N —

} — ~ $1,000,000 [1 Fatality }
6 151,000,000 1 Fatality | g 2 —«— Helicopter B
e 12
2 —o— Helicopter A 2 —e— Helicopter C
3] +  Numbers
Popw— : 700 000}
$200,000 & $200,000
5 3 5 3 245,
[con nrn b

g S $T 2 N T~

4

= 5 000 |
52,000 — = = = = = (52,000 | A B C D E F
3 1 5 14 65 3 ; 150 284 132
1000 100 10 1 (2 4 6 2 1000 100 10 ) 1 3 3 2 : s
Frequency (Accidents /1002 1 L 2 = Frequency (Accidents /10 4] | I 1 1
2 2 1




Summary  Missile Risk Matrix

SEVERIY Catastro:rllif?::sEitsi:::NT MIInTRII:arginal Negligible BaCK Of the Envelope CaICUIation
PROBABILITY 3 m $10M (2) $1M (3)  [$100K| (4
Frequent : : Medium 40,000 Shishkebab Missiles
pr.,(.;.,le""‘ _ , . Delivered over 20 years
—_s n Assume all fired
—{i0° 1 accident in 1,000,000 firings
(D) Medium Medium
10%
lmpr{r.\EI:;ahe Medium Medium Medium 1 accident 40!000 ﬁ.F.i.nq.s = 1 accident
Eliminated 1;0003000 flﬂngs 20 years 500 years
(F)

3 4 1 1
R 10,000,000 | 1,000,000 ':wm
TR T 1,000,000 | 100,000 1 onee
OB 1,000,000 | 100,000 | | J
,000,000 | 100,000 10,000 | =
D 10,000 1,000 n | -
1,000 100 NN o

: D\\\ L,

e[ 1,000 100 10 N : . p
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Take-aways

High degree of precision? — No

Gets hazards to the correct cell of the matrix
Confidence that overall assessment = reality
Helps communicate risk to the risk acceptor

* Very useful for programs with:

* Reasonably good accident data for analysis
* A well-designed matrix

 Just one of many tools for managing system
safety risk
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End of Presentation

Don Swallom

Safety Engineer

AMCOM Safety Office

(256) 842-8641
donald.w.swallom.civ@mail.mil
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