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Source of the DOD Hazard Risk Matrix




Purpose of a Hazard Risk Matrix

* Determine who accepts the risk of a
particular hazard

“...The Program Manager will use the methodology
in MIL-STD-882E...Prior to exposing people,
equipment, or the environment to known system-
related ESOH hazards, the Program Manager will
document that the associated risks have been
accepted by the following acceptance authorities:
the CAE for high risks, Program Executive Officer-
level for serious risks, and the Program Manager
for medium and low risks...” - Department of
Defense Instruction 5000.02, January 7, 2015.



Purpose of a Hazard Risk Matrix

* |Inform the risk acceptor of the nature of
the risk.

“It's a 1D, Serious” does not really
do that.

“The standard for risk management is leadership at
the appropriate level of authority making informed
decisions to control hazards or accept risks.”

Army Regulation 385-10
The Army Safety Program
29 February 2000
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Probability versus Frequency of Occurrence

Frequency of occurrence is often substituted
for probability and exposure interval

Frequency has the exposure interval “built
in,” for example, mishaps per 100,000 flight
hours (aircraft) or mishaps per 1,000,000
firings (missiles) or mishaps per 1,000 troops
per year



Attributes of a well-designed risk assessment matrix

@

—>

< Severity scale covers full range of possible outcomes
S " 1 2 3 4 5 6 7 8
everity 262k | 2$20k |2$200k | 2$2M | 2$20M |=$200M| 2$2B | 2$20B
Injury, no ost Wor Perma_nent _ > > >1, >10,
Frequency Ios(tj;vyork ) I;:;I/ ) dipsaarglilailty 21 Fatality Fata1li‘:ies Fat;I(i)t(:es Fa:a?i?igs Fa1tgl?t(i)£s
A >100
B >10
C >1
D >0.1
E >0.01 | Serious - PEO |
F >0.001 'Medium - PM | Pra
G >(0.0001 |Low - SSWG/Principal for Safety | [
H | >0.00001 Matrix
| > 0.000001
J [£0.000001




Nimitz Class Aircraft
- Carrier

| $4.5 Billion
5,680 Personnel

Today
Severity 1

__ Severity 1

Severity 1



Nimitz Class Aircraft
Carrier
$4.5 Billion
5,680 Personnel

& - Severity 5
- Severity 7
Severity 4
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Politics

Navy Seeks $30 Million to Fix Gear That

Hobbled Its New Carrier

By Anthony Capaccio
July 25, 2018, 10:04 AM CDT

» Congress asked to shift funds to repair Ford aircraft carrier

» Huntington Ingalls continues talks with General Electric

LISTEN TO ARTICLE The Navy is asking Congress to shift $30 million from other accounts to start

b 105 repairing a damaged gear on the service’s costliest warship, the Gerald R.

- Ford aircraft carrier.

SHARE THIS ARTICLE
K1 Facebook The request for funds to repair the $13 billion carrier is part of a Pentagon
W Twitter package asking congressional approval to shift $4.7 billion in previously
in Linkedin approved Army, Air Force and Navy funding into new programs or higher-
Ermail priority projects. The package must be approved by all four congressional

defense committees, where it’s pending.

LIVE ON BLOOMBERG

Watch Live TV >
Listen to Live Radio >
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Attributes of a well-designed risk assessment matrix

@

< Severity scale covers full range of possible outcomes :>
S " 1 2 3 4 5 6 7 8
everity 262k | 2$20k |2$200k | 2$2M | 2$20M |=$200M| 2$2B | 2$20B
Injury, no ost Wor Perma_nent _ > > >1, >10,
Frequency Ios(tj;vyork ) I;:;I/ ) dipsaarglilailty 21 Fatality Fata1li(:ies Fat;I(i)t(:es Fa:a?i?igs Fa1th?t(i)£s
>100
>10
>1
>0.1
>0.01 ' Serious - PEO |
>0.001 'Medium - PM | Pra
>(0.0001 |Low - SSWG/Principal for Safety | [
>0.00001 Matrix
> 0.000001
< 0.000001




Attributes of a well-designed risk assessment matrix

1 2

3

4 5

6

7

8

262k | 2$20k

2$200k

2$2M | 2$20M

2$200M

2$2B

2$20B

<é_>$everity

Frequency

>100

>10

II-".robabiIity cafibrafed with reference to an exposure
interval (accidents per 1,000 troops per year,
accidents per 100,000 FH, accidents per 1,000,000

missile firings, etc.)

>1

>0.1

>0.01

| Serious - PEO |

>0.001

'Medium - PM |

Pro

>0.0001

Low — SSWG/Principal

for Safety |

Prohibitive SECDEF

>0.00001

Matrix

> 0.000001

Cl—=—TOOMM OO | >

< 0.000001
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Attributes of a well-designed risk assessment matrix

A N

A N

A N

A N

A N

A N

A N

A N

X X X X X X X X X

x10 x10 x10 x10 x10 x10 x10
Severity >$2k | 2$20k |2$200k | 2$2M | 2$20M |2$200M| >$2B | =$20B
Injury, no Permanent > > > >
Frequency Iojs;riork LOSI;:;’IO"" dipsaar;i"ailty 21 Fatality Fat;1li‘:ies Fa;;I(i)t(:es F;:a’?i?igs F-a1tg,l?t(i)£s
£ >100
ew >10 \_»équally-proportioned, logarithmic scales
o > (1, 10, 100, 1000...) ECDEF
nl;) >0.1 High - CAE
;g} >0.01 | Serious - PEO |
93} >0.001 'Medium - PM | Praposed
ng} >0.0001 |Low - SSWG/Principal for Safety | DOD
B >0.00001 Matrix
2> 0.000001
J=< 0.000001

14



Attributes of a well-designed risk assessment matrix

1 y = f(x) probability = f(severity)

> 0.000001 Cartesian Orientation — Increase up and to the right

] 1 2 3 4 5 6 7 8
Severity >$2k | 2$20k | =$200k | 2$2M | 2$20M |2$200M| 2$2B | 2$20B
Frequency I'gjsl:;rfv;;z Sy Pdpmr;,'tyt 21 Fatality | p b | rataities | Faraities | Fotaitios
A >100
B >10
C >1
D >0.1
E >0.01 'Serious - PEO|
F >0.001 'Medium - PM |
G | >0.0001 Low‘—{SWGIPrincipal for Safety |
H | >0.00001 |( 4 )
|
J




Attributes of a well-designed risk assessment matrix

Y y = f(x) probability = f(severity)

S it 1 2 3 4 5 6 7 8
everity >$2k | 2$20k | =$200k | 2$2M | $20M |=$200M| 2$2B | 2$20B
Injury, no ost Wor Perma_nent _ > > >1, >10,
Frequency Ios(tj;vyork ) I;:;I/ ) dipsaarglilailty 21 Fatality Fata1l;:ies Fat;I(i)t(:es Fa:a?i?igs Fa1tgl?t(i)£s
>100
>10
>1
>0.1 y SEEERY Sy
>0.01 .‘o,‘ | Serious - PEO |

>0.001 Mgt P
>0.0001 [Low - SSWG/Principal for Safety | "u,.
>0.00001

....‘

@

G
G

Cl—=—TOOMM OO | >




Attributes of a well-designed risk assessment matrix

_ 1 2 3 4 5 6 7 8
Severity 2$2k | 2$20k | 2$200k | 2$2M | 2$20M |=$200M| =$2B | 2$20B
Injury, no Permanent > > > >
Frequency Iojs;riork LOSI;:;’IO"" dipsaar;i"ailty 21 Fatality Fat;1li(:ies Fa;;I(i)t(:es F;:a’?i?igs F-a1tg,I?t(i)£s
A >100
B >10
C >1 Prohibitive SECDEF
—\>0.1 igh - CAE
9 Lo.o1 Serious
F || Risk levels assigned to cells consistent
with contours of equal risk (iso-risk
G || contours)
H | >0.00001
| > 0.000001
J

< 0.000001




Attributes of a well-designed risk assessment matrix

1 2 3 4 5 6 7 8

Severity >$2k | 2$20k | >$200k | 2$2M | =$20M |>$200M| =$2B | 23208
Injury, no ost Wor Perma_nent _ > > >1, >10,
Frequency Ios(tj;vyork ) I;:;I/ ) dipsaarglilailty 21 Fatality Fata1li(:ies Fat;I(i)t(:es Fa:a?i?igs Fa1th?t(i)£s
A >100
B >10
C >1 Prohibitive SECDE
D >0.1
{é\o.m
§u

fficient probability or frequency categories so highest
severity level can be assessed at the PM level of risk if

> 0.000001

G
H | the probability or frequency of occurrence is low enough
I
J

< 0.000001 Medium




( 7 )Attributes of a well-designed risk assessment matrix
Frequency

Category
Letters
Increase
with
—-| Decreasing
Frequency

1 2

3

4 5 6 7 8

262k | 2$20k

2$200k

2%$2M | 2$20M [2$200M| 2$2B | 2$20B

Injury, no Lost Work
lost work
Day

day

>100

>10

>1

Permanent
partial
disability

>0.1

210 2100 21,000 210,000

S .
21Fatality | cotalities | Fatalities | Fatalities | Fatalities

Prohibitive SECDEF
High - CAE

>0.01

| Serious - PEO |

>0.001

'Medium - PM |

>0.0001

Low — SSWG/Principal

for Safety |

>0.00001

0.000001

Cl=—TOOMM OO | >

0.000001
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@Attributes of a well-designed risk assessment matrix

——

A risk assessment code for hazards whose risk has been
eliminated. Suggest: OR “Zero R” as in Zero Risk in lieu of F.
_ 1 2 3 4 5 6 7 8
Severity >$2k | 2§20k | 2$200k| 2$2M | 2$20M |2$200M| 2$2B | 2$20B
Frequency | swen | S | “rial | strmany | 0| 20| S| o
A >100
B >10
C >1
D >0.1
E >0.01 Serious - PEO|
F >0.001 'Medium - PM |
G | >0.0001 |Low-SSWG/Principal for Safety |
H | >0.00001
| > 0.000001
J [£0.000001 20




Attributes of a well-designed risk assessment matrix

asily tailored with reporting of risk consistent with other
systems within the family of systems.

] 1 2 3 4 5 6 7 8
Severity > > > > > > > >
2%2k | 2$20k | 2$200k | 2$2M | 2$20M [=2$200M| =2$2B | 2$20B
Injury, no ost Wor Perma_nent _ > > >1, >10,
Frequency Ios(tj;vyork ) I;:;I/ ) dipsaarglilailty 21 Fatality Fata1li(:ies Fat;I(i)t(:es Fa:a?i?igs Fa1th?t(i)£s
A >100
B >10
C >1 Prohibitive SECDEF
D >0.1 High - CAE
E >0.01 Serio] 5E
F >0.001 'Medium - PM |
G >(0.0001 |Low - SSWG/Principal for Safety |
—
0 ).[>0.00001

J |= UV.UUUUVU I|
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Attributes of a well-designed risk assessment matrix

S it 1 2 3 4 5
everity | >g2k | >g20k | 25200k | 2$2m | 2520m
Injury, no ost Wor Perma_nent . >
Frequency | i o ey dpinty | oA Fatalties

A >100 Prohibitive SECDEF
B >10
C >1
D >0.1 High - CAE
E >0.01 Serio] BE
F >0.001 'Medium - PM |

_\G >0.0001 |Low- SSV\llGIPrincipaI| for Safety |

)

(<o)

/Easily tailored with reporting of risk consistent with other
systems within the family of systems.

22



Attributes of a well-designed risk assessment matrix

<"W/Severity Category numbers increase with increasing Severité
1 2 3 4 5 6 7

Severity " ok | >s20k | 25200k | 2$2M | Z$20M
Injury, no ost Wor Perma_nent . >

Frequency | i o ey dpinty | oA Fatalties
A >100 Prohibitive SECDEF
B >10
C >1
D >0.1 High - CAE
E >0.01 Serio] BE
F >0.001 'Medium - PM |
G >0.0001 |Low- SSV\llGIPrincipaI| for Safety |




Mother of All Risk Assessment Matrices (Spaceship Earth)

Hazard Severity

Frequenc
(q Y1 2 | 3 819 1011112 13
100,000 rg $2K | [$20K | |$200K ]| ($2B| [$20B| [$200B| [$2T| [$20T| [$200T| |$2Q]
(11.4 years)) 1K Fatal 100K Fatal 10M Fatal 1B Fatal
A 10K Fatal 1M Fatal |
110 ]
B
1}
C
0.1
D
0.01
E Prohibitive SECDEF
F High
G Serious
H

Earth encounter with an aster

oid
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Mother of All Risk Assessment Matrices (Spaceship Earth)

Hazard Severity

most useful for the user.

Even the Mother of All Risk Assessment
Matrices can be tailored to the area

Frequenc
(q Y112 |13 14 |5 819 011112 13
100,000 rg $2K | [$20K | |$200K ]| $200M| [$2B| [$20B| [$200B| |$2T| |$20T| [$200T| |$2Q]
(11.4 years)) 1K Fatal 100K Fatal 10M Fatal 1B Fatal
A 10K Fatal | 1M Fatal |
10|
B

E

F

G

H Frequency|

J J % "M Fatal 100M Fatal
A K e Serious
: Lo e

M

N




Mother of All Risk Assessment Matrices (Spaceship Earth)

Even the Mother of All Risk Assessment
Matrices can be tailored to the area
most useful for the user.

Hazard Severity

Frequency. g | 40 | 11 | 12|13

100,000 Hrg | $2008 | [$2T]  [$207T | [$200T] |%$2Q
1B Fatal

[M-4¥% 100K Fatal| | [10OMFatal[ |
J . 1M Fatal 100M Fatal |

K — Serious
L Medi
: E ium
M Low
N - de minimis |




Additional Recommendation

Eliminate one-word labels for Severity (Catastrophic,
Critical, Marginal, Negligible) and Probability
(Frequent, Probable, Occasional, Remote,
Improbable)

YOU'KEEP.USING THAT WORD.

< — >
-~

»

\DONT THINKIT, MEANS WHAT YOU
THINK{ITMEANS

e

0 N
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Additional Recommendation

« Just use Severity 1, Severity 2, Probability C, etc.

YOU'KEEP USING THAT.WORD.

=
oy

- e T
-

1DONT THINK'IT,MEANS WHAT,YOU
THINK(ITIMEANS

28



MIL-STD-882E Matrix

RISK ASSESSMENT MATRIX

SEVERITY

Catastrophi Critical
(1) (2)

Marginal

3)

egligible
(4)

|[PROBABILITY

Frequent

(A) Medium

Probable
(B)

Medium

Occasional
(C)

Remote

(D)

Improbable

(E)

Eliminated

(F)
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MIL-STD-882E Matrix

x10 x10

Marginal egligible
$1M (3) $100K | 4

? Severity scale covers full range of possible outcomes

Probability calibrated with reference to an exposure interval

® Equally proportioned, logarithmic scales (1, 10, 100,
1000...)

® Cartesian Orientation — Increase up and to the right

® Risk levels assigned to cells consistent with contours of
equal risk

Sufficient probability categories so highest severity level
reach the PM level

® Frequency category letters increase with decreasing
frequency but only to E as F = Eliminated

Frequent
(A)
10-1
" x10 G
10-2
Oc x10 I -
10-3
x1,000 Serio
106
Impr(oEl:;abIe Medit
Eliminated

(F)

A RAC for hazards whose risk has been eliminated

® Easily tailored & consistent with other systems within its
family of systems

® Severity Category numbers increase with increasing
Severity

30
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PEO

Aviation

Severity
Probability $10M $1M $100K
3A
A SERIOUS
PEO
100
3B
B SERIOUS
PEO
10
2C 3C
C SERIOUS SERIOUS
PEO PEO
1
1D 2D
D SERIOUS SERIOUS
PEO PEO
0.1
1E
E SERIOUS
PEO
0.01
0

4

$10K
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PEO
Aviation

x10 x10 x10 x10

Severity

Probabili{ $100M $10M $1m $100K $10K

x10

A

1 X 2 Y 3N 4\

v Severity scale covers full range of possible outcomes

v Probability calibrated with reference to an exposure interval

v Equally proportioned, logarithmic scales (1, 10, 100, 1000...)

% Cartesian Orientation — Increase up and to the right

x10

% Risk levels assigned to cells consistent with contours of
equal risk

x10

v Sufficient probability categories so highest severity level
reach the PM level

v’ Frequency category letters increase with decreasing
frequency

v A RAC for hazards whose risk has been eliminated

B
C
D
E
F

® Easily tailored & consistent with other systems within its
family of systems

® Severity Category numbers increase with increasing Severity

1F
MEDIUM
PM
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Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles

Impact on Software Safety Matrices
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100

10

0.1

0.01

Severity

2

3

Probability $10M $1M $100K
3A
A SERIOUS
PEO
100
3B
B SERIOUS
PEO
10
2C 3C
C SERIOUS SERIOUS
PEO PEO
1
1D 2D
D SERIOUS SERIOUS
PEO PEO
0.1
1E
E SERIOUS
PEO
0.01
0

4

$10K
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Severity

severity category |

For each

(1)

Full range of Potential Outcomes

Fo)

$100K

3A

&

$10K

Identify the full range of potential outcomes for the hazard (death, injury,
system loss, environmental impact, and monetary loss). The range of
outcomes will often span more than one severity category.

2C
SERIOUS
PEO

SERIOUS
PEO

B
10 10
1 1
1D
D SERIOUS
PEO
0.1 0.1
1E
E SERIOUS
PEO
0.01 0.01
0 0

2D
SERIOUS
PEO

3C
SERIOUS
PEO

35



Severity

Probability

100

100

0 >

3
bd

3\
seribus

RO

SEI:IEUS

(2) For each severity category associated with this range of severity,
determine the associated probability category.

C
1 1
D | s
0.1 0.1 !
E | =5
0.01 0.01
F
0 0

L o)
SERIpUS SERIOUS
PEO : (o]

I
2D
seribus
P0

0K
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(3) Determine which severity-probability pair
has the greatest risk. This pair is the RAC
assigned to the hazard

H PEO
100
B ...though there are 2E, 3D, 4C
outcomes possible
10 \ >
o SERIOUS o
. ERIOU S Bl S
In this case the PEO L\
RAC is a “1E” -
U “peo | eeo
0. L
N\ .
E SE
“PEO
0.01 =
0

0K
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Severity

Probability

1

2

3 4

$10M $1M

$100K

3A

(4) If two or more severity-probability
pairs are equal as the greatest risk...

PEO

10
2C 3C
C SERIOUS SHRIOUS
PEO EO
1
1D 2D
D SERIOUS SERIO
PEO PEQO,
0.1
1E
SERIOUS
PEO
...Select the one with the greatest
severity.
1 v

$10K
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Severity

1 2 2 A

Remember: The purpose of a Hazard

v

Risk Matrix is to determine who must
accept the risk of a particular hazard

— L
However, it also can help you explain

the risk to that risk acceptance
authority with more than just,
“It's a 1D, Serious.”

—]

n e
The following slides show how you

can do that.
—= bl::é(cJ)Ub

0.01
F

$10K
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Understanding Probability

Probability:

“A number expressing the likelihood that a
specific event will occur, expressed as the
ratio of the number of actual occurrences to
the number of possible occurrences.”

- The American Heritage® Dictionary of the
English Language, Fourth Edition

41



Understanding Probability

Math Definition:

* Repeat a random experiment “n” number of times.

* If a specific outcome has occurred “f’ times in these n
trials, the number “f” is the frequency of the outcome.

* The ratio f/n is the relative frequency of the outcome.

* A relative frequency is usually very unstable for small
values of “n,” but it tends to stabilize about some number
“p” as “n” increases.

 The number “p” is the probability of the outcome.

p=f/n

for very large values of n

42



Understanding Probability

Simple example:
Probability of rolling a “3” with one die.

Roll #1 - “5”,fiIn=0/1=0
Roll #2 - “2”,fin=0/2=0 @
Roll #3 - “3”, fIn = 1/3 = .333...

Roll #4 - “4”  fIn =1/4 = .25
Roll #1,000: 163 “3”’s, f/n = 163/1000 = .163
Rolls approach infinity f/n = .166666....

43



Rolling Dice

Roll a single die 30 times. The expected value of each roll is 3.5.
What you actually get is somewhat different.

A

6
USAAMCOM Safety Data
20 Jan 2005

4 *
S

L

\ U \\/ = Risk
2 —<O—Value

Average for 6 trials
= = Average for 30 Trials

N/ T

Trial

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

44



Understanding Probability

Hazard: Helicopter strikes wire; results in Class A mishap

Probability: 4.406E-06 occurrences per flight hour
1 Flight Hr, no mishap, rate =0

o

1,000 Flight Hrs, no mishap, rate = 0
176,182 Flight Hrs, 1st mishap, rate = 5.676E-06 /flt hr

274,539 Flight Hrs, 2nd mishap, rate = 7.285E-06 /flt hr
700,462 FIt Hrs, 3rd mishap, rate = 4.283E-06 /flt hr
10,000,000 FIt Hrs, 46 mishaps, rate = 4.600E-06 /flt hr
1,000,000,000 Hrs, 4407 mishaps, rate = 4.407E-06 /flt hr
Flight hours approach infinity, rate = 4.406E-06 /fit hr
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PEO Aviation Risk Decision Authority Matrix

$100K

Severity
Probability $10M $1M
3A
A SERIOUS
PEO
100
3B
B SERIOUS
PEO
10
2C 3C
C SERIOUS SERIOUS
PEO PEO
1
1D 2D
D SERIOUS SERIOUS
PEO PEO
0.1
1E
E SERIOUS
PEO
0.01
0

4

$10K
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Applying Probability Classifications
to a military helicopter

Fleet Size = 368 aircraft

Utilization = 240 hours/year
Life= 12 years/aircratft

Aircraft Life =240 x 12
= 2,880 hours

Fleet Exposure Hours = 368 x 240 x 12
= 1,059,840 hours

Fleet Hours per Year = 368 x 240
= 88,320 hours

48



US Army PEO Aviation Enhanced Matrix

Events Events
per Flight per
Flight | Hours per | 100,000
Hour Event Fit Hrs
FrequentA
1073 1,000 100
Probable B
107 10,000 10
Occasional C
107 100,000 1
Remote D
10° | 1,000,000 | 0.1
Improbable E
10”7 |10,000,000| 0.01
Very Improbable F
0 0

Zero Risk 0 R
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US Army PEO Aviation Enhanced Matrix

Events Events
per Flight per | Events| Years
Flight | Hours per | 100,000 per per
88,320 flt hrs X 10 Events _ 8.832 Events
Year 100,000 fit-hrs Year
— 107 10,000 10
OccasionaIC
107° 100,000 1 0.8832| 1.13
Remote D
10 | 1,000,000 | 0.1 0.0883 | 11.3
Improbable E
10" [10,000,000| 0.01 |0.00883| 113
Very Improbable F
0 0 0
Zero Risk OR
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US Army PEO Aviation Enhanced Matrix

Events Events
per Flight per | Events| Years
Flight | Hours per | 100,000 per per
Hour Event Fit Hrs Year | Event
FrequentA
1073 1,000 100 88.32 | 0.0113
Probable B
10 10,000 10 8.832 | 0.113
Occasional C
107 100,000 1 0.8832( 1.13
Remote D
10¢ | 1,000,000 | 0.1 0.0883 | 11.3
Improbable E
10" [10,000,000| 0.01 |0.00883| 113
Very Improbable F
0 0 0

Zero Risk 0 R
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US Army PEO Aviation Enhanced Matrix

Events Events Event
per Flight per Events | Years per |Fleet Life
Flight | Hours per | 100,000 per per Fleet per

1,059,840 fit hrs X 10 Events _ 105.98 Events

1 fleet life 100,000 fit-hrs 1 Fleet Life
10,000 10 8.832 | 0.113 |105.98 0.00944
OccasionaIC
107 100,000 1 0.8832 | 1.13 | 10.598| 0.0944
RemoteD
10 | 1,000,000 0.1 0.0883 | 11.3 | 1.0598| 0.944
ImprobabIeE
107 |10,000,000{ 0.01 [0.00883| 113 0.106 9.44
Very Improbable F
0 0 0 0
Zero Risk OR




US Army PEO Aviation Enhanced Matrix

Events Events Event
per Flight per Events | Years per |Fleet Life
Flight | Hours per | 100,000 per per Fleet per
Hour Event Fit Hrs Year | Event Life Event
FrequentA
1073 1,000 100 88.32 | 0.0113 | 1,060 | 0.000944
Probable B
10 10,000 10 8.832 | 0.113 | 105.98 | 0.00944
Occasional C
107> 100,000 1 0.8832 | 1.13 10.598 | 0.0944
Remote D
10° | 1,000,000 | 0.1 0.0883 | 11.3 | 1.0598| 0.944
Improbable E
107" (10,000,000| 0.01 0.00883| 113 0.106 9.44
Very Improbable F
0 0 0 0

Zero Risk 0 R
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US Army PEO Aviation Enhanced Matrix

Events Events
per Flight per Fleet Life
Flight | Hours per | 100,000 per
Hour Event Fit Hrs Event
Frequent A
1073 1,000 100 0.000944
Probable B
107 10,000 10 0.00944
Occasional C ‘
107° 100,000 1 0.0944
Remote D
10 | 1,000,000 0.1 0.944
Improbable E
107 |10,000,000f 0.01 [0.00883
Very Improbable F
0 0 0
Zero Risk 0 R

Numbers greater than 1 are easier to comprehend



US Army PEO Aviation Enhanced Matrix

Assumptions

Input tiizations] 7400 hoursiyr
Calculated Aircraft Life:
Calculations
Events Events
per Flight per
Flight | Hours per | 100,000
Hour Event Flit Hrs
A
10 1,000 100
B
10 10,000 10
C 2C ST)riE%us
10° | 100,000 1
D| 1D | 2D | 3D | 4D
10 1,000,000 0.1
E 1E 2E "7 3E 4E
10”7 [10,000,000| 0.01 !
F| L 1F | 2F [w 3F | 4F
%
OR .

0.00944

0.0944

0.944

9.44
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Consequences of Risk Acceptance

Assumptions

Fleet Size: 368 aircraft
Utilization: 240.0 hourslyr
Aircraft Life: 12 years
Calculations
Aircraft Exposure Hours: 2,880 hours
Fleet Exposure Hours: 1,059,840 hours Fleet-wide
Events Events Fleet Hours per Year: 88,320 hours m
per Flight per Events | Years per Fleet Life
Flight | Hours per | 100,000 1 2 3 4 per per Fleet per
Hour Event | FltHrs [$100K] Year | Event | Life Event
1073 1,000 100 88.32 | 0.0113 | 1,60 | 0.000944
10 10,000 10 8.832 | 0.113 | 10%.98 | 0.00944
C Serious 3C 4C
PEO
1073 100,000 1 0.8832 | 1.13 r 10.598 (] 0.0944
10° | 1,000,000 0.1 0.0883 | 11.3 l 1.0598 |} 0.944
E 1E 2E """ 3E 4E ]
107 (10,000,000 0.01 ! 0.00883| 113 0.106 9.44
L
F 1F | 2F |5 3F | 4F
OR| a2 & °
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Consequences of Risk Acceptance

Consequences of Risk Acceptance:

On the order of 2 to 10 Class A accidents due to this hazard over

the remaining life cycle of the aircraft.

i vl

Aircraft Exposure HoursY 2,880 hours
Fleet Exposure Hours: 59,840 hours Fleet-wide
Events Events Fleet Hours per Year: 83} ours m
per Flight per Eyents | Years per Fleet Life
Flight | Hours per | 100,000 1 2 3 4 per per Fleet per
Hour Event | FltHrs [$100K] Year | Event | Life Event
B 1073 1,000 100 88.32 | 0.0113 | 1,460 |0.000944
107 10,000 10 8.832 | 0.113 | 10%4.98 | 0.00944
Seri
C b0 | 3C 4C
10°° 100,000 1 0.8832 | 1.13 r 10.598 | ] 0.0944
10® | 1,000,000 0.1 — 0.0883 | 11.3 l 1.0598 |} 0.944
m ——
E 1E 2E """ 3E 4E
10”7 |10,000,000| 0.01 ! 0.00883| 113 0.106 9.44
L
F 1F | 2F | 3F | 4F
OR| X b °

Y



Consequences of Risk Acceptance

Consequences of Risk Acceptance:

On the order of 2 to 10 Class A accidents due to this hazard over

the remaining life cycle of the aircraft.

Event

per
Fleet

_Lite_
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Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles

Impact on Software Safety Matrices
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Mishap Risk & Mishap Loss

Mishap Risk over Time results in Mishap Loss

Operate the system

Risk . Mishap Rate
(Predicted Loss) Tl me 2 (Actual Loss)
($/FIt Hour) . ($/FIt Hour)
(Fatalities/FIt Hour) (F"ght HOUI’S) (Fatalities/FIt Hour)
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Mishap History

Based on this relationship between mishap risk and
mishap loss, we can plot mishap histories on a risk matrix

as follows:
Total Cost from Class A mishaps

Severity =
Total Number of Class A mishaps
$361,671,038
= = $6,130,018
59
. Total Number of Class A mishaps
Probability =

Total Hours Flown
59
1,588,597

= 3.714 mishaps /100,000 FIt Hrs



Class No

A 59
B 39
C 245
D 112
Total 455

Mishap History

$361,671,038

$18,854,121
$17,114,206
$970,148

Mishaps per
Total Cost Cost/Mishap 100,000 FIt Hrs
$6,130,018 3.714
$483,439 2.455
$69,854 15.422
$8,662 7.050

$398,609,513
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Mishaps

Mishaps per
The numbers pIOt on a C Class No Total Cost Cost/Mishap 100,000 Fit Hrs
. - A 59 $361,671,038 $6,130,018 3.714
chart like this. B 39 $18,854121  $483,439 2455
C 245 $17,114,206 $69,854 15.422
D 112 $970,148 $8,662  7.050
K Total 455 $398,609,513

~ Total effect (sum) of

Class A \\ I I
\

Severity ($10Y)

5 |—fst.o00.000 all hazards to date
2 Class B //
{20000 —
3 Class C
—1$20.000
| w
US Army Aviation Accidents
Class D 1 Oct 1993 to 30 Sep 2010
Source: US Army
$2,000 Risk Managment Information System
3 January 2011
3 .
1000 100 10 1 0.1 0.01 0

Frequency (Accidents per 100,000 Flight Hours



Severity ($10Y)

Mishaps

Frequency (Accidents per 100,000 Flight Hours

8
A “ooen] D E
$1,000/FIt Hr
$100/Fit Hr
7 —1 =
$10/FIt Hr
6 1 $1,000,00Q $1/FIt Hr
$200,000 $0.1/Fit Hr
5 2
4
4 US Army Aviation Acc
1 Oct 1993 to 30 Sep 28
Source: US Army
'$2,000 Risk Managment Information Sy
3 January 2011
3 T T T
1000 100 10 1 0.1 0.01
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»

Severity ($10Y)

(&)]

Mishaps

$1,000/FIt Hr
$10/FItHr
‘\ $1/FItHr
$1,000/FIt Hr \
2 $227.67 $0.10/FIt Hr
e <
$100/FIt Hr \
3 $0.01>\Hr $0.01/FIt Hr
. AN
$10/FItHr \
4 \ viation Accidents
3 to 30 Sep 2010
$1/FltHr Army
$2,000 $11 '87'mation System
$0.10/FIt Hr $10.771011
1000 100 10 1 D061 0.01

Frequency (Accidents per 100,000 Flight Hours




Severity ($10Y)

(o2}

(€]

US Army Aviation Mishaps

B

C D

E

————15200.000

\\

I

4 US Army Aviation Accidents
1 Oct 1993 to 30 Sep 2010
Source: US Army
$2.000 Risk Managment Information System
3 January 2011
1000 100 10 1 0.1 0.01

Frequency (Accidents per 100,000 Flight Hours
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Severity ($10)

US Army Aviation Mishaps

151,000,000 |1 Fatality |}

B

C D

100 30 20
H++ + +

E F

Accident Hazards
1 Oct 1993 - 30 Sep 2009
Source: US Army Risk Management
Information System

2

50N 0N |

$200,000

°13

<N NAA |

$20,000

—o— Total Accidents

— ¢ Loss of Situational
Awareness

— 24— -Brownout-Whiteout

—X— Poor Autorotation
Characteristics

—@— Single Engine Aircraft

--®-- Wirestrike

——Other Hazards - Human
Factors

Frequency (Accidents /100,000 Flight Hours)

4 ---4---Other Hazards
4 - Material Failure
—m&—Other Hazards
- Environmental
$2,000 | + Numbers
1000 100 10 1 0.1 0.01 0.001
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Severity ($10)

US Army Aviation Mishaps

151,000,000 |1 Fatality |}

The risk of these }ygo
hazards sum to
give this resulit

gement

2

50N 0N |

$200,000

°13

<N NAA |

$20,000

— ¢ Loss of Situational
Awareness

— 24— -Brownout-Whiteout

—X— Poor Autorotation
Characteristics

—@— Single Engine Aircraft

--®-- Wirestrike

——Other Hazards - Human
Factors

Frequency (Accidents /100,000 Flight Hours)

4 ---4---Other Hazards
4 - Material Failure
—m&—Other Hazards
- Environmental
$2,000 | + Numbers
1000 100 10 1 0.1 0.01 0.001
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Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles

Impact on Software Safety Matrices
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Matrix Relative Risk Values
(Risk Units)(Clemens)

B C D E F
100
-
10
-
0 (;E " ﬁBIsILUnﬂ
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Matrix Relative Risk Values

(Clemens)
100,000,000 10,000,000 1,000,000 100,000 10,000 1,000
10,000,000 1,000,000 100,000 10,000 1,000 100
1,000,000 100,000 10,000 1,000 100 10
100,000 10,000 1,000 100 10 1
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Helo A Hazard Distribution

E F
14 65
6 2
5] 4
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Helo A Matrix
Relative Values (Clemens)

5x100,000=| 14x 10,000 = | 65x 1,000 =
500,000 140,000 65,000
4 x 10,000 = 6 x 1,000 = 2x100 =
40,000 6,000 200
1x10,000 = 7x1,000 = 5x100 = 4x10=
10,000 7,000 500 40
2x100= 1x10 =
200 10
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Helo A Matrix
Relative Values (Clemens)

B C D E F
500,000 | 140,000 | 65,000
40,000 6,000 200
10,000 7,000 500 40

200 10
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Helicopter A

— { — .|_ 1,000,000
___“——_._______ 900,000
‘_‘_‘“——-_._,_\_\_\__ 800,000
qﬁ"‘“\-—.______ 700,000
““—-.,_‘_\_ 600,000 2
()
‘““\_‘_\_ 500,000 g
-’-\\_\ o
- 400,000
‘-‘\\_‘\_ 300,000
X_ 200,000
-
\H"\- 100,000
)
D E :
5 14 65
4 6 i
7 3 .
2 1
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Helicopter B

T ]— 1,000,000

- 900,000

800,000

~ 700,000

suawa|9

600,000
- 500,000

- 400,000

~ 300,000

- 200,000

12
23
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Helicopter C

— _’, — _._|_ 1,000,000
I e 900,000

] 800,000
T—] 700,000
h""‘*‘_\- 600,000
k\"“\- 500,000
H\“\_- 400,000
\\- 300,000
x- 200,000
T~ 100,000

-

Clemens

_\QU'ISU
_\w°°§m
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Side by Side

Helicopter A

Relative Ris

T 1,000,000

| ._‘_,__,___,1900,000
] —

-~ 800,000

k by RAC

T | i |
——— — )
- —‘ — T - [ 700,000 c
| I - ~_| @
T T | e ~} 600,000 E
_ | ! — | T o
[ I T | ~_ T 500,000 s
| | — T T o
[ Hi 1l e S B 1 400,000
| — | | | ]
I~ an o | T | | 300,000
Dj’-”c” ~ T~ ."'l’zoo,ooo

-_
- T ~_| '[100,000

] ~_ |
s ~_| ~+ 100,000

I B | [ T 1,000,000 — — = |
— H H T+ 900,000
| - — | || Helicopter C |

— Helicopter B || Lehicopte “H ...

I . S — - | o B
i - T N T ..+..--."'$700,000 | _ | [T I
1 - } T s | n 1 i } T L 600,000

1 _ B ] | | — . l - 600,000 S o . | |
. |_ - T - T 500,000 E 4 | |7 300,000
e g | 1 400000 8 B . | i "+ 400,000
| | “f 300,000 Tl .|.. i ] 00000
P | < | -~ 200,000 D ~J ll» 200,000

“ 100,000

= o

Clemens
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Risk Pie Chart by RAC

o 2F 3D 3E 3F 4D 4E
0.8%.90-0%0.9% 0.1% 0.0% 0.0% 0.0%

3C |

1.3%
31 E% 1D

2 ' 13.0%

5.2%
13.0%

1E

18.2%
1D

13.0%

1D
13.0% J( 13.0%

m

—
N

BlWIN|=
-

~
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Risk Pie Chart by RAC

o 2F 3D 3E 3F 4D 4E
0.8%.90-0%0.9% 0.1% 0.0% 0.0% 0.0%

m

—
N
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Risk Pie Chart by RAC

o 2F 3D 3E 3F 4D 4E
0.8%.90-0%0.9% 0.1% 0.0% 0.0% 0.0%

3C |

0
1.3% 31;/ -
2 D700 13.0%
5.29%
1D
13.0%
1E
18.2%
1D
13.0%

1D
13.0% | 13.0%

N|=
>
o]
(@]

N(N|[A | |O

Ao




Risk Pie Chart by RAC

o 2F 3D 3E 3F 4D 4E
0.8%.90-0%0.9% 0.1% 0.0% 0.0% 0.0%

N(N|[A | |O
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Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles

Impact on Software Safety Matrices
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Hazard Risk Profile

C D E F
S 14 | 65
4 6 2

1 7 S 4
2 1
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Hazard Risk Profile

3.16E-06
C D E F
14 | 65
6 2
1 5 4
1
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Hazard Risk Profile

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08

B C D E F
14 | 65

6 2

1 5 4




Hazard Risk Profile

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08
5x 3.16E-06 | 14 x 3.16E-07 | 65 x 3.16E-08
=1.58E-05 | =4.43E-06 | =2.06E-06
4 x 3.16E-06 | 6x 3.16E-07 | 2 x 3.16E-08
=1.26E-05 | =1.90E-06 | =6.32E-08
1x 3.16E-05 | 7 x 3.16E-06 | 5x 3.16E-07 | 4 x 3.16E-08
=3.16E-05 | =2.21E-05 | =1.58E-06 | =1.26E-07
2 x 3.16E-06 | 1 x 3.16E-07
=6.32E-06 | =3.16E-07
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Hazard Risk Profile

v

A 4

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08
A B C D E F
Sum 5x 3.16E-06 | 14 x 3.16E-07 | 65 x 3.16E-08
2.23E-05 [€ = 1.58E-05 = 4.43E-06 = 2.06E-06_>
Sum 4 x 3.16E-06 | 6 x 3.16E-07 | 2 x 3.16E-08
1.46E-05 € < =1.26E-05 | =1.90E-06 | =6.32E-0D
Sum 1x3.16E-05 | 7 x 3.16E-06 | 5 x 3.16E-07 | 4 x 3.16E-08
5.55E-05 |« <= 3.16E-05 | =2.21E-05 | =1.58E-06 | =1.26E-07 >
Sum 2 x 3.16E-06 | 1 x 3.16E-07
6.64E-06 [« = 6.32E-06 | =3.16E-07
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Severity ($10Y)

Hazard Risk Profile

$1,000,000 |1 Fatality

B

C

D

2

<500 00O}

——Helicopter A

$200,000

3

ey ey

$20,000

4

ey Yy
$2,000 — - _
5 14 65
1000 100 10 1 4 6 2
Frequency (Accidents /10 2 Z f 4
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Severity ($10Y)

Comparing Hazard Profile to Accident History

A

$1,000,000 |1 Fatality |

200f 100 30 20

C

-+ +

+

D

2
Yet+++ +

E

F

2

50N NaN b

$200,000

3

245

—e— Helicopter B Accident History
—<— Helicopter A

+ Numbers

$20,000

$2,000

112

hanihttdl |

1000

100

Frequency (Accidents /10

10

1

m
M

-
1N
(=2
a

W

N =

>

o

(g}
NIN|A~||O

- lo|o
'S
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Severity ($10Y)

Comparing Hazard Profile to Accident History

A

151,000,000 [1 Fatality

B

of 100
FH++ + F

59

C

30 20

D

U+ +

N

+

E

F

2

<500 0NN}

$200,000

3

5N NAA L

245

39

—e— Helicopter B Accident History
——Helicopter A
—4— Helicopter B

+ Numbers

$20,000

$2,000

112

hdnihitdl |

1000 100

Frequency (Accidents /10

10

1

W

Qo |w|(o|O
N
w
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Severity ($10Y)

Comparing Hazard Profile to Accident History

A

151,000,000 [1 Fatality |

B

C D E F

200] 100 30 20| 1 2
Pl S+t F S+ 3]+

# < <1 These are close together.

—e— Helicopter B Accident History

—<—Helicopter A

2

$200,000

<900 0NN}

—a— Helicopter B
—o— HelicopterC

+ Numbers

A\ |
These are farther apart. Why?

100

10 1

Frequency (Accidents /10

W

D E F
10 24 102
5 8 8

3 6 3 2
1 1
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Severity ($10)

US Army Aviation Mishaps

B

c | ° |

E‘F

w0 | These are 1C & 1D Hazards. i'_tHazards

30 Sep 2009

...but they also produce
Severity 2,3, & 4 Mishaps.

Yy e

Source: US Army Risk Management
Information System

N —-Brownout-Whiteout

$200,000

°13

—o— Total Accidents
- Loss of Situational

Awareness

—X— Poor Autorotation
Characteristics

—@— Single Engine Aircraft

--®-- Wirestrike

- ——Other Hazards - Human
$20,000 | Factors
4 - --&---Other Hazards
4 - Material Failure
—m—Other Hazards
- Environmental
$2,000 } + Numbers
3 .
1000 100

10 1 0.1
Frequency (Accidents /100,000 Flight Hours)

0.01 0.001

93



Missile Hazard Risk Matrix

RISK ASSESSMENT MATRIX
SoJERT Catastrophic 1Fatal Critical Marginal Negligible
|PROBABILITY : (1) $10M (2) (3) (4)
Fre(ql;ent Medium
10-1
Pro(tée;ble Medium

10-2
Occasional
()

Remote
(D)

Improbab
(E)

Medium Medium

Eliminated

(F)
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Missile Hazard Risk Matrix

RISK ASSESSMENT MATRIX

SEVERITY

|[PROBABILITY ¥

Frequent
(A)

110

Probable
(B)

1/100
Occasiona
(C

1/1,000

1/1,000,000
Improbable

(E)

Eliminated

(F)

Catastrophic

(1)

Medium

1 Fatal

$10M

Critical

(2)

Marginal

(3)

Negligible
(4)

Medium

Medium

Medium

Medium
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Back of the Envelope Calculation

40,000 Shishkebab Missiles
Delivered over 20 years

Assume all fired
1 accident in 1,000,000 firings

1 accident X 40,000 firtngs _ 1 accident

1,000,000 firings 20 years 500 years
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Missile Hazard Risk Matrix

(E)

Medium

Eliminated

(F)

RISK ASSESSMENT MATRIX
SoJERT Catastrophic 1Fatal Critical Marginal Negligible
|PROBABILITY : (1) $10M (2) (3) (4)
Frequent Medium
(A)
1in <2 days
Probable .
Medium
(B)
1in 18.5 days
Occasional
(C)
1 in 6 months
Remote
(D)
1in 500 years
Improbable

Medium

Medium



Matrix Relative Risk Values

3 4

gD DLV DR VIOV 10,000,000 | 1,000,000

100,000,000 10,000,000 [ Mo Lo Lo Ko 0]y 100,000

10,000,000 1,000,000 100,000
::j ,000,000 100,000 10,000

100,000 10,000 1,000
:: 10,000 1,000 100
1,000 100 10




Matrix Relative Risk Values

3 4
1:41,000,000,000 100,000,000 Lo X0 [ [oK0]0[y] 1,000,000
100,000,000 10,000,000 1,000,000 100,000
10,000,000 1,000,000 100,000
10-3
D 1,110,000 111,000 11,100
10+
E 1,000 100 10
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Matrix Relative Risk Values

1,000,000,0

900,000,000

100,000,000

10,000,000

1,110,000

1,000,000

3 4
10,000,000 1,000,000
1,000,000 100,000

111,000

1,000

100

k300,000,000

- 200,000,000

- 100,000,000

100



Matrix Relative Risk Values

100,000,00

90,000,000

3 4

10,000,000 1,000,000

100,000,000 ,000, 1,000,000 100,000

10,000,000 1,000,000

1,110,000 111,000

1,000 100

- 30,000,000
- 20,000,000

- 10,000,000
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Matrix Relative Risk Values

10,000,000

9,000,000

1 2 3 4

10,000,000 1,000,000

1,000,000 100,000

1,000,000

1,110,000 111,000

1,000 100

L 3,000,000
- 2,000,000

- 1,000,000
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Matrix Relative Risk Values

10,000,000

9,000,000

10,000,000 1,000,000

1,000,000 100,000

1,000,000

1,110,000 111,000

1,000 100

3,000,000

2,000,000

1,000,000
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Matrix Relative Risk Values

T
— 1,100,000
xﬁh\“‘*x 1,000,000
“'\_\‘\—“
\
— ~_| 2 3 4
D T~ |a 1,000,000
\
- \\ 100,000
. \
\ 111,000
] [
\
—
L 300,000
D N 200,000
e ‘ 100,000
i - - 0
"l
E ‘ 4
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Matrix Relative Risk Values

z 1,100,000
I 1,000,000
— 1 2
I —|A
B 100,000
\
\
111,000
. T~
T
L 300,000
D N 200,000
e ‘ 100,000
m— - - .,
E ‘ 3 4
1 2
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Matrix Relative Risk Values

i

R

N, S

3

— 110,000
] 100,000
1 2 3 4
\
‘\\ A
B 100,000
¢ 100,000
‘\
D 111,000 11,100
\
E 1,000 100) 10
L 30,000
- 20,000
- 10,000
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Matrix Relative Risk Values

a 11,000
10,000
I
I R | | |
— A
I B
I
I - :
— | D
. E 1,000 -
- 2,000
- 1,000
| 2
1
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Matrix Relative Risk Values

100

= g w
8
g 8 £

10,000
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Matrix Relative Risk Values
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Matrix Relative Risk Values

1__

2 8 8

-~

-

<

777/

il

A

THIHA),
;/c.,_

1
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Matrix Relative Risk Values

1:41,000,000,000

=1 100,000,000

o4 10,000,000

1,110,000

100,000,000

10,000,000

1,000,000

10,000,000

1,000,000

1,000,000

100,000

100,000

111,000

11,100

10,000
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Matrix Relative Risk Values

D

E

10

105

1,410,000

Séﬁous

Where Is thé medium?
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Matrix Relative Risk Values

4

1,000,000,000 100,000,000 10,000,000 w1 Lo LK1 ]0)
10+
100,000,000 10,000,000 Ml [ 8110
10-2
C DL 1,000,000
103

100,000

100,000 10,000

;000,000 100,000 10,000

100,000 10,000
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Matrix Relative Risk Values

4

1.000.000,000 100,000,000 10,000,000 [Ee M LloR 1]y
1in <2 days

100,000,000 10,000,000 1,000,000 100,000
1in 18.5 days

10,000,000

1 in 6 months

1.000.000 100,000 10,000

1in 5 years

100,000 10,000

1in 50 years

10,000
1in 500 years

1,000,000 100,000 10,000

| M| m| OO O | W | >
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Matrix Relative Risk Values

.y 10,000,000 1,000,000 100,000

1,000,000 100,000

100,000
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Matrix Relative Risk Values

4

'Y 10,000,000 1,000,000 100,000 10,000
" in's monins

=3 1,000,000 100,000 10,000 1,000

C 100,000 10,000 1,000 100

1in 50 years

D 10,000 1,000
1in 500 years

E 1,000 100
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Matrix Relative Risk Values

1 2 3 4

A 10,000 00,000 000,000 0,000,000
1 in 6 months

B 1,000 10,000 00,000 000,000
1in 5 years

C 100 1,000 10,000 00,000
1in 50 years

D 100 1,000 10,000

100 1,000
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Topics for this Tutorial

Purpose of a Hazard Risk Matrix

Understanding the Attributes of a well-
designed risk assessment matrix

How to Assign a Risk Assessment Code
Understanding Probability

Building an Expanded Matrix

Plotting Accidents on a Matrix

Using Relative Risk Values

Building Hazard Risk Profiles

Impact on Software Safety Matrices
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Software Safety Criticality Matrix

SOFTWARE SAFETY CRITICALITY MATRIX

Worst

SEVERITY CATEGORY
Catastrophic Critical Marginal Negligible
(1) (2) (3) (4)
@ SwCl 1 SwCl 1 SwCl 3 SwCl 4
2 SwCl 1 SwCl 2 SwCl 3 SwCl 4
3 SwCl 2 SwCl 3 SwCl 4 SwCl 4
4 SwCl 3 SwCl 4 SwCl 4 SwCl 4
5 SwCI 5 SwCI 5 SwCI 5 SwCIl 5




Software Safety Criticality Matrix

SOFTWARE SAFETY CRITICALITY MATRIX

SEVERITY CATEGORY
SOFTWARE
CONTROL 4 3 p. 1
CATEGORY
1 SwCl 1 SwCl 1 SwCl 3 SwCl 4
2 SwCl 1 SwCl 2 SwCl 3 SwCl 4
3 SwCl 2 SwCl 3 SwCl4 SwCl 4
4 SwCl 3 SwCl 4 swCl4 SwCl 4
5 SwCl 5 SwCI 5 SwCl5 SwCI 5




Software
Control
Categories

SOFTWARE CONTROL CATEGORIES

Level

Name

Description

Autonomous

(AT)

Software functionality that exercises autonomous control authority over potenfially safety-
significant hardware systems, subsystems, or components without the possibility of
predetermined safe detection and intervention by a control entity to preclude the occurrence
of a mishap or hazard.

(This definition includes complex sysfem/soifware funclionality with multiple subsystems,
interacting parallel processors, multiple interfaces, and safety-crifical functions that are time
critical)

Worst

Semi-
Autonomous

(SAT)

Software functionality that exercises control authority over potentially safety-significant
hardware systems, subsystems, or components, allowing time for predetermined safe
detection and intervention by independent safety mechanisms to mitigate or control the
mishap or hazard.

{This definition includes the control of moderately complex system/soffware functionality, no
paralfel processing, or few interfaces, but other safefy sysfems/mechamisms can parfiaily
mitigate. Sysfem and software fault defection and annunciation notifies the control entity of
the need for required safefy actions.)

Software item that displays safety-significant information requiring immediate operator entity
io execute a predetermined action for mitigation or control over a mishap or hazard.
Software exception, failure, fault, or delay will allow, or fail to prevent, mishap occurrence.
{This gefinition assumes that the safety-crifical display information may be time-crifical, but
the time available does not exceed the time required for adeguate control entity response
and hazard confrol_)

Redundant
Fault Tolerant

(RFT)

Software functionality that issues commands over safety-significant hardware systems,
subsystems, or components reguiring a control entity to complete the command function.
The system detection and functional reaction includes redundant, independent fault tolerant
mechanisms for each defined hazardous condition.

{This definition assumes that there is adequate fault detection, annunciation, folerance, and
system recovery to prevent the hazard occurrence if software fails, malfunctions, or
degrades. There are redundant sources of safety-significant information, and mitigating
functionalify can respond within any time-critical period.)

Software that generates information of a safety-critical nature used to make critical
decisions. The system includes several redundant, independent fault tolerant mechanisms
for each hazardous condition, detection and display.

Influential

Software generates information of a safety-related nature used to make decisions by the
operator, but does not require operator action to avoid a mishap.

No Safety
Impact
(NSI)

Software functionality that does not possess command or control authority over safety-
significant hardware systems, subsystems, or components and does not provide safety-
significant information. Sofiware does not provide safety-significant or time sensitive data or
information that requires control entity interaction. Software does not transport or resolve
communication of safety-significant or time sensitive data.




Software Safety Criticality Index (SwCl)

SwCl 2 Program shall perform analysis of requirements, architecture, and design; and conduct in-depth safety-specific
testing.

SwCl 3 Frogram shall perform analysis of requirements and architecture; and conduct in-depth safety-specific testing.

SwCl 4 Program shall conduct safety-specific testing.

SwCI 5 Once assessed by safety engineenng as Not Safety, then no safety specific analysis or verification is required.




Functional Control Categories (FCC) and
Safety Function Criticality Index*

Function conftrol categories (FCC) Safety Function Criticality Index Matrix
FCC Name Description Severity
Function exercises control authority over safety-significant hardware Function
systems, subsystems or components without the possibility of predetermined Control 1 2
safe detection and intervention by an independent safety control entity to
Autonomous | Preciude the occurrence of a mishap. -OR- Function that displays safety- Category (FCC)

4 (AT) significant information that does not allow time for the operator (time is 4 SFCI 1 SFCI 2 SFCl 4
critical) to execute any action (e.g., independently validate display data) that 3 SFCI 1 SFCI 2 SFCl 4
would prevent or eliminate the occurrence of a mishap. -OR- In the case of
function failure, there is no functioning interlock that would prevent or 2 SFCI 1 SECI 1 SFCl 4
eliminate the occurrence of a mishap. 1 SFCI 1 SFCI1 SFCI 3
Function exercises control authority over safety-significant hardware 0 SFCI 0 - No Safety Impact

systems, subsystems or components, allowing time for predetermined safe
detection and intervention by an independent safety control entity to

Semi- preclude the occurrence of a mishap. -OR- Function that displays safety- . .. . .
3 Autonomous signific_;ant infor_rr_1atic_)n, allowing the operat_or (with sufficient time) to execute Safety Functlon Crltlcallty Index Level or ngor Tasks
(SAT) an action for mitigation or control over a mishap. The operator must be
trained to perform this action. -OR- In the case of function failure, there is at SFCI Level of Rigor Tasks
Lia:tr;rs‘ﬁ;;”dm”'”g interlock that would prevent or eliminate the occurrence SFCI 4 | Perform analysis of requirements, architecture, design, and code; and conduct in-
Function that issues commands over safety-significant hardware systems, depth Safety'Sp_eCIﬂC teSt_mg' - - -
subsystems, or components but requires a safety control entity to complete SFCI 3 | Perform analySIS of requirements, architecture, and deS|gn; and conduct In-depth
the command function. The system must provide the safety control entity safety-specific testing.
Redundant | Sufficient notification of a failure or potential unsafe state. The system must SFCI 2 | Perform analysis of requirements and architecture; and conduct in-depth safety-
Fault additionally mclud(_a one or more mte_rlocks that would p_reclude _the _ specific testing
2 Tolerant occurrence of a mishap. -OR- Function that generates information or display - : — -
(RFT) of a safety-significant nature used by a safety control entity to make safety SFCI1 |dent|fy and track Safety—Crltlcal requirements. Follow normal development
significant decisions. The system includes two or more interlocks that would processes. Conduct safety-specific testing.
preclude the occurrence of a mishap. -OR- In the case of function failure, the SFCI 0 | No safety specific analysis or verification required.
system includes two or more independent interlocks that preclude the
occurrence of a mishap.
Function generates information of a safety-related nature used to make
1 Influential decisions by the operator but does not require operator action to avoid a

mishap. -OR- In the case of function failure, the system includes three or
more independent interlocks that preclude the occurrence of a mishap.

Function does not possess command or control authority over safety-
significant hardware systems, subsystems, or components and does not
0 No Safety provide safety-significant information. Function does not provide safety-

Impact (NSI) | significant data or information that requires control entity interaction.
Function does not transport or resolve communication of safety-significant
data.

*See: DoD White Paper: Guidance to Perform Functional Hazard

Analysis for Weapon Systems with Artificial Intelligence Capabilities
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summary
Attributes of a well-designed risk
assessment matrix

v’ Severity scale covers full range of possible outcomes

v’ Probability calibrated with reference to an exposure interval
v’ Equally proportioned, logarithmic scales (1, 10, 100, 1000...)
v Cartesian Orientation — Increase up and to the right

v’ Risk levels assigned to cells consistent with contours of equal risk

. 1 2 3 4 5 6 7 8
severlty 2$2k | 2$20k [2$200k | 2$2M | 2$20M (2$200M| 2$2B | 2$20B
Frequency | " | 5 | ot sy | 2 | R | AL |
A >100
B >10
c >1
D >0.1
E >0.01 Serious - PEO
F | >0.001 [Medium - PM
G | >0.0001 [Low-SSWG/Principal for Safety |
H |>0.00001
I »>0.000001
J £0.000001
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summary

Attributes of a well-designed risk

assessment matrix

v Sufficient probability categories so highest severity level reach the

PM level

v’ Frequency category letters increase with decreasing frequency
v A RAC for hazards whose risk has been eliminated
v’ Easily tailored & consistent with other systems within its family of

systems
v’ Severity Category numbers increase with increasing Severity
) 1 2 3 4 5 6 7 8
Severity 2$2k | 2$20k [2$200k | 2$2M | 2$20M (2$200M| 2$2B | 2$20B
Frequency Ilojsutw’or:: Lost Work Pe::rat‘ir:m 1 Fatality 210 2100 21,000 210,000
day Day disability - Fatalities Fatalities Fatalities Fatalities
A >100
B >10
C >1
D >0.1
E >0.01 Serious - PEO
F | >0.001 [Medium - PM
G | >0.0001 [Low-SSWG/Principal for Safety |
H |>0.00001
I >0.000001
J £0.000001
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How to Determine the Risk Assessment Code (RAC)

To determine the appropriate RAC for a given hazard:

(1) Identify the full range of potential outcomes for the
hazard (death, injury, system loss, environmental
impact, and monetary loss). The range of outcomes
will often span more than one severity category.

(2) For each severity category associated with this
range of severity, determine the associated
probability category.

(3) Determine which severity-probability pair has the
greatest risk. This pair is the RAC assigned to the
hazard.

(4) If two or more severity-probability pairs are equal as
the greatest risk, select the one with the greatest
severity.
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Sum Mary Understanding Probability

Math Definition: s 4

* Repeat a random experiment “n” number of times.

* If a specific outcome has occurred “f’ times in these n
trials, the number “f” is the frequency of the outcome.

* The ratio f/n is the relative frequency of the outcome.

* A relative frequency is usually very unstable for small
values of “n,” but it tends to stabilize about some number
“p” as “n” increases.

* The number “p” is the probability of the outcome.

p=f/n

for very large values of n

Simple example:
Probability of rolling a “3” with one die.

Roll #1 - “5”,fin=0

Roll #2 - “2”,fIn=10

Roll #3 - “3”, fin = 1/3 = .333...

Roll #4 - “4”, fIn = 1/4 = .25

Roll #1,000: 163 “3”s, f/n = 163/1000 = .163
Rolls approach infinity f/n = .166666....

Roll a single die 30 times. The expe
What you actually get is somewhat

6
USAAMCOM Safety Data
20 Jan 2005
5

= Risk

2 —o—Value
Average for 6 trials
= = Average for 30 Trials
1+ — T

12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Trial

Hazard: AH-64 strikes wire results in Class A mishap

Probability: 4.406E-06 occurrences per flight hour
1 Flight Hr, no mishap, rate =0

1,000 Flight Hrs, no mishap, rate = 0
176,182 Flight Hrs, 1 mishap, rate = 5.676E-06 /flt hr
274,539 Flight Hrs, 2 mishaps, rate = 7.285E-06 /flt hr
700,462 FIt Hrs, 3 mishaps, rate = 4.283E-06 /flt hr
10,000,000 FIt Hrs, 46 mishaps, rate = 4.600E-06 /flt hr
1,000,000,000 Hrs, 4407 mishaps, rate = 4.407E-06 /flt hr
Flight hours approach infinity, rate = 4.406E-06 /fit hr
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Sum Mmary Expanded Matrix

Applying Probability Classifications
to a military helicopter
Fleet Size = 368 aircraft

Utilization= 240 hours/year
Life= 20 years/aircraft

Aircraft Life =240 x 20
= 4,800 hours

Fleet Exposure Hours = 368 x 240 x 20
= 1,776,400 hours

Fleet Hours per Year = 368 x 240
= 88,320 hours

US Army PEO Aviation Expanded Matrix

Events Events Event
per Flight per Events | Years per |Fleet Life
Flight | Hours per | 100,000 per per Fleet per
Hour Event FltHrs | Year | Event Life Event

FrequentA
10° 1,000 100 88.32 | 0.0113 | 1,060 |0.000944

ProbabIeB
10 10,000 10 8.832 | 0.113 | 105.98 | 0.00944

OccasionaIC
10° 100,000 1 08832 | 1.13 |10.598 | 0.0944

RemoteD
10 | 1,000,000 0.1 0.0883 | 11.3 | 1.0598 | 0.944

ImprobableE
107 |10,000,000[ 0.01 [0.00883| 113 0.106 9.44

Very Improbable F

0 0 0 0
Zero Risk OR

Numbers greater than 1 are easier to comprehend

29

(J Input

Assumptions

Fleet Size: 368 aircraft
Utilization: 240.0 hours/yr
D Ca Icu Iated Aircraft Life: 12 years
Calculations
Aircraft Exposure Hours: 5,880 hours
Fleet Exposure Hours: 1,059,840 hours Fleet-wide
Events Events Fleet Hours per Year: 88,320 hours Event
per Flight per Events | Years per |FleetLife
Flight | Hours per | 100,000 1 $10M 2 51M 3 $100K 4 per per Fleet per
Hour Event Fit Hrs |Catastrophic|] Critical Margina egligible | Year | Event | Life Event
FrequentA . 3A 4A
102 1,000 100 *A‘Jﬁlg 88.32 | 0.0113 | 1,060 |0.000944
Probable B 3B 4B
10 10,000 10 8.832 | 0.113 | 105.98 | 0.00944
Seri
Occasional C ZC T:.I.IE%US 3C 4C
1075 100,000 1 0.8832 | 113 [10.598| 0.0944
Remote D 1 D 2D 3D 4D
10® | 1,000,000 0.1 0.0883 | 11.3 (1.0598( 0.944
Medium
Improbable E 1 E ZE PM 3E 4E
107 (10,000,000 0.01 0.00883| 113 0.106 9.44
L
Very Improbable F 1 F 2F 3F 4F
0 0

Zero Risk OR
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Summary Accidents on a Matrix

10 1 0.1
Frequency (Accidents per 100,000 Flight Hours

1 0.1
Frequency (Accidents /100,000 Flight Hours)

8
Based on this relationship between mishap risk and A B srooorinr | D E F
mishap loss, we can plot mishap histories on a risk matrix
. $100/FIt H
as follows: . b tHr
. Total Cost from Class A mishaps
Seventy = $10/FIt Hr
Total Number of Class A mishaps
:% 6 $1,000,00 $1/Flﬂ
$1,305,079,886 z
= 2T - §15,723,854 z |2 ;
83 ‘}’, 200,000 $0.1/FIt Hr
5 A
. Total Number of Class A mishaps 3
Probability =
Total Hours Flown 520.000
4
83 4 US Army Aviation Acc
1 Oct 1993 to 30 Sep 2
= -_—= 3-529 mishaps / 100,000 Flt Hrs Risk Source:lufs Am{’y
2,351,860 B2000 e anary 2021
3 T
1000 100 10 1 0.1 0.01
29 Frequency (Accidents per 100,000 Flight Hours
8
8
A B C D E onr A B F
7 1 e aes The risk of these [aras
1 % 11 events sumto 2°°°
A give this result ="
’; \ —e—U/E/MH-60 \\ |
56 $1,000,000 T \ —~ 6 51,000,000 [1 Fatality | Al
b E ) —— OH-58D Total Accidents
IE 2 /// / UH-1 E‘ 2 /’ — .- Loss of Situational Awareness
% $200,000 // / § $200,000 % —-A—- Bry
5 7 5 / —x— Poor Autorotation Characteristics
3 —4—OH-58D 3
—e— Single Engine Aircraft
m\ W ----@--- Wirestrike
4 J \b \ —4&—OH-58A/C 4 —<— Other Hazards - Human Factors
4 X\ US Army Aviation Accidents 4 rrrrrrrr Other Hazards - Material Failure
1 Oct 1993 to 30 Sep 2010
- risk Sou'ce:,:fso,:;i‘:,n systom e CROA2 o0 —&— Other Hazards - Environmental
s == 3 anuary 2011 . — . Numberf ]
1000 100 0.01 1000 100 10 0.01 0.001
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Summary Relative Risk Values

(Clemens)

A B C D E F A B C D E F
100,000,000 | 10,000,000 1,000,000 100,000 10,000 1,000 500,000 140,000 65,000
10,000,000 1,000,000 100,000 10,000 1,000 100 40,000 6,000 200

1,000,000 100,000 10,000 1,000 100 10 10,000 7,000 500 40
100,000 10,000 1,000 100 10 1 200 10
Heli ter A 2 2F 3D 3E 3F 4D 4E
elicopter 0.8%0.0%0.9% 0.1% 0.0% 0.0% 0.0%
o N N N - T N N j | ) T I 1,000,000
a o 7‘-7 T Lsoo,oun
— i S |
] ‘ T ‘ 800,000
I
- r 700,000
‘ L 600,000
|
J " 500,000
. | 400,000
| ~4 300,000
N
| 200,000
T~ |
u } J - 100,000
3‘; o
F
D E F
5 14 65
4 6 2
7 5 4 A B C D E F
2 1 1 5 14 65
2 4 6 2
3 1 7 5 4
2 1
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Summary  Hazard Risk Profile

Severity ($10Y)

3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08 3.16E-04 3.16E-05 3.16E-06 3.16E-07 3.16E-08
A B C D E F A B C D E F
5x 3.16E-06 | 14 x 3.16E-07 | 65 x 3.16E-08
1 14 65 1 2.23E-05 € Sum =x1.58E-05 =)‘(¢.43E-os =);.06E-0‘6 >
4 x 3.16E-06 | 6 x 3.16E-07 | 2 x 3.16E-08
2 6 2 2 1.46E-05 € Sum <:=x 1.26E-05 =x1.90E-06 =xs.3j>ze-
1x3.16E-05 | 7x 3.16E-06 | 5x 3.16E-07 | 4 x 3.16E-08
3 1 5 4 3 |[5.55E-05 MM | 2 o as T oo 21E 08 | =4 50E 06 T =i s6E 07~
2x 3.16E-06 | 1 x 3.16E-07
4 1 4 6 64E-06 i = 632E 06 [ =3d6E07 D
8 8
A B C D E F A B c D E F

200] 100 30 20| 1 2
+ 2 R R Y+ 3|+

—+—Helicopter B Accident History
—c—Helicopter A

—+—Helicopter B

o

51,000,000 [1 Fatality

$200,000

$200,000
5 5 245 /
3 3
520,000 < ) 520,000 / &12 \
4 N\ 4 N

o

$1,000,000 [1 Fatality

2

——Helicopter A —e—Helicopter C

+ Numbers

S:f_

Severity ($10Y)

N —

$2,000 y = S ) = F 52,000 | A B C D E F
3 1 5 14 65 3 1 10 24 102
1000 100 10 112 4 6 2 1000 100 10 1 g - : g zzs
. i 104
Frequency (A 104 2| | | 1 ; f 4 Frequency (Accidents / 4l | | : :
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Summary Missile Risk Matrix

SEVERITY Catastro:rllif?::sEitsi:::NT MIInTRII:arginal Negligible BaCk Of the Envelope CaICUIation
PROBABILITY 3 m $10M (2) $1M (3)  [$100K| (4
Frequent Medium 40,000 Shishkebab Missiles
p",(.;.,.e"’" _ , o Delivered over 20 years
—_s n Assume all fired
—{i0° 1 accident in 1,000,000 firings
(D) Medium Medium
10
'"’p’ga“ Medium Medium Medium 1 accident 40.000 firings - 1 accident
Eliminated 1,000,000 firings 20 years 500 years
(F)

3 4 1 o
EOORTNTY 10,000,000 | 1,000,000 | ':w‘”‘
IR 1,000,000 | 100,000 | s
XXM 1,000,000 | 100,000 | e
,000,000 | 100,000 10,000 | | |
D 10,000 1,000 i g
: 1,000 100 i . -
E 1,000 100 10 i % 2 . P
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Summary

Software Risk Matrix

Function conftrol categories (FCC)

FCC

Name

Description

Autonomous
(AT)

Function exercises control authority over safety-significant hardware
systems, subsystems or components without the possibility of predetermined
safe detection and intervention by an independent safety control entity to
preclude the occurrence of a mishap. -OR- Function that displays safety-
significant information that does not allow time for the operator (time is
critical) to execute any action (e.g., independently validate display data) that
would prevent or eliminate the occurrence of a mishap. -OR- In the case of
function failure, there is no functioning interlock that would prevent or
eliminate the occurrence of a mishap.

Safety Function Criticality Index Matrix

Severity

Function
Control

Category (FCC)

1 2

4

SFCI 1 SFCI 2 SFCI 4

Semi-
Autonomous
(SAT)

Function exercises control authority over safety-significant hardware
systems, subsystems or components, allowing time for predetermined safe
detection and intervention by an independent safety control entity to
preclude the occurrence of a mishap. -OR- Function that displays safety-
significant information, allowing the operator (with sufficient time) to execute
an action for mitigation or control over a mishap. The operator must be
trained to perform this action. -OR- In the case of function failure, there is at
least one functioning interlock that would prevent or eliminate the occurrence
of a mishap.

SFCI 1 SFCI 2 SFCl 4

SFCI 1 SFCI 1 SFCl 4

SFCI 1 SFCI 1 SFCI 3

3
2
1
0

SFCI 0 - No Safety Impact

Safety Function Criticality Index Level or Rigor Tasks

Redundant
Fault
Tolerant
(RFT)

Function that issues commands over safety-significant hardware systems,
subsystems, or components but requires a safety control entity to complete
the command function. The system must provide the safety control entity
sufficient notification of a failure or potential unsafe state. The system must
additionally include one or more interlocks that would preclude the
occurrence of a mishap. -OR- Function that generates information or display
of a safety-significant nature used by a safety control entity to make safety
significant decisions. The system includes two or more interlocks that would
preclude the occurrence of a mishap. -OR- In the case of function failure, the
system includes two or more independent interlocks that preclude the
occurrence of a mishap.

SFCI

Level of Rigor Tasks

SFCI 4

Perform analysis of requirements, architecture, design, and code; and conduct in-
depth safety-specific testing.

SFCI 3

Perform analysis of requirements, architecture, and design; and conduct in-depth
safety-specific testing.

SFCI 2

Perform analysis of requirements and architecture; and conduct in-depth safety-
specific testing.

SFCI 1

Identify and track safety-critical requirements. Follow normal development
processes. Conduct safety-specific testing.

Influential

Function generates information of a safety-related nature used to make
decisions by the operator but does not require operator action to avoid a
mishap. -OR- In the case of function failure, the system includes three or
more independent interlocks that preclude the occurrence of a mishap.

SFCI 0

No safety specific analysis or verification required.

No Safety
Impact (NSI)

Function does not possess command or control authority over safety-
significant hardware systems, subsystems, or components and does not
provide safety-significant information. Function does not provide safety-
significant data or information that requires control entity interaction.
Function does not transport or resolve communication of safety-significant
data.




Take-aways

High degree of precision”? — No

Gets hazards to the correct cell of the matrix
Confidence that overall assessment = reality
Helps communicate risk to the risk acceptor

* Very useful for programs with:

« Reasonably good accident data for analysis
* A well-designed matrix

Just one of many tools for managing system
safety risk
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Questions?

https://lwww.isss-tvc.org/SwallomD_Tutorial_Math_2024.pdf

Don Swallom
A-P-T Research, Inc. | An Employee-Owned Company
256.583.4314

dswallom@apt-research.com
4950 Research Drive, Huntsville, AL 35805
www.apt-research.com
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